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Abstract

This research revolves around the Logrank Test algorithm, a
survival analysis and evaluation method. This thesis has two parts.

In the first part, we present a secure multi-party protocol for the
Logrank test and prove its correctness. The protocol can be
implemented by known cryptographic tools, chosen according to a
required level of security and an adversary model.

Our protocol computes a value that is close to the Logrank test
result under some reasonable assumptions. This approximation is
empirically demonstrated.

We discuss the problem of false inputs in MPC protocols and how
these frauds can be avoided. We develop and analyze an additional
version of the Logrank MPC protocol that provides partial
protection against false inputs.

In the second part, we analyze the uncertainty in the Logrank result
that may arise from labeling errors. We present a novel algorithm
for efficiently calculating a stability interval around the original
Logrank p-value with the corresponding correctness proof.

A stability interval contains all possible results that would be
obtained under labeling errors with defined constraints.

A paper describing this research was published in the journal
Bioinformatics in 2021, and 1s attached to this thesis.
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Chapter 1

Introduction

This work revolves around the Logrank Test algorithm. Logrank is one of several survival
analysis tools, used to measure and compare performance and failures over time. The com-
parison is between several categories, typically two. An illustrative example is the comparison
between two competing treatments for a severe medical condition.

Logrank Test is useful for less dramatic comparisons as well: reliability of mechanical
devices, life span of electric bulbs, or the effectiveness of different website designs in keeping
the users engaged. Still, the most common use of Logrank Test for research purposes is in

the medical field.

1.1 Motivation And Overview

When conducting an experiment using Logrank Test to analyse data, it is best, from the
statistical point of view, to have the largest possible dataset. Therefore, if several parties
conduct the same experiment independently they can obtain better results by sharing their
data and performing the Logrank analysis on the merged dataset. By merging the data,

a significant p-value can be reached with relatively moderate (less radical) experimental



results. In practice, however, research institutes may be reluctant to share any data, which
is considered to be a very valuable resource. Privacy considerations therefore can lead to
compromised accuracy.

In the first part of this thesis we present a secure multiparty computation (MPC)
protocol for Logrank Test. Such a solution can solve the conflict, not compromising on
either results accuracy nor on data privacy requirements. Such a solution can facilitate coop-
eration between institutes and organizations and thus lead to higher quality results without

risking exposure of valuable data.

The Logrank test is based on several assumptions that support the validity of the cal-
culations. It is naturally assumed, implicitly, that no errors occur in the labeling of the
samples. That is - that the mapping between samples and groups is perfectly correct. In
practice, however, test results are affected when considering some errors in the original la-
beling. To estimate this effect, we defined the Logrank Stability Interval which bounds
the uncertainty that arises from labeling errors in Logrank test.

In the second part of this thesis we present a methodology to compute stability intervals
for Logrank. A paper describing this work was published in July, 2021:
https://doi.org/10.1093/bioinformatics/btab693

1.2 Logrank Test - Background

1.2.1 Events

The most important concept in Survival Analysis is the event. There are two types of

events:

1. Failure - the ”"sad point of no return”. It can be either a death of a patient, a break
down of electric device, or a burnout of a light bulb. A failure can also be a positive

event, such as achieving the goal of a lower-cholesterol diet.



2. Censorship - the point in time in which the instance track is lost. Censorship may be

due to connection loss, or due to a fixed termination date of the study.

An instance is considered at risk on time ¢ if at this time neither failure nor censorship have

been yet observed for this instance.

1.2.2 The Survival Function

Consider a set of iid (independent and identically distributed) instances with a time-of-failure
attribute denoted by T.
P(T =t) is the distribution of T.

The survival function is defined as:

S(t)=1-P(T <t)=1- Fp(t)

Fr(t) is the cumulative distribution function of T.
Example: If t=100 years and events represent death, then S(t=100) denotes the probability

of living beyond 100 years. (see [6], Chapter 1.3)

1.2.3 The Logrank test

Logrank Test [14],[6]Chapter 2.6, is a hypothesis test procedure that compares the survival
distributions of two groups of samples. These two groups differ by the feature we would like
to inspect. For example, if the comparison is between two medical treatments, all patients
treated with treatment A are associated to one group, and all patients treated with treatment
B are associated to the other group.

Logrank test evaluates the p-value, the probability of the observations under some null
model. Usually this null model assumes that survival times are derived from independent

and identically distributed sampling.



The data is organized in two groups of instances, group A and group B. In each group the
instances are iid and randomly selected (in order to avoid undesired bias). The assumption
we would like to test and then possibly reject is:

Vit @ Sa(t) = Sp(t) , when Sa() and Sp() are the respective survival functions in each
group.

In fact, the test evaluates the probability of an empirical observation, based on the assump-
tion that Sy = Sp(t). This assumption is called Null Assumption and denoted as Hy.

The Logrank Test presumes the probability for an event to occur in any given time
interval is equal for the two groups (directly follows from Hy).

The following semantics and notation for the Logrank Test will be used throughout the

remainder of this thesis:

e Consider a time-and-event dataset D (survival data) such that each subject (entry)

has a partition labeling (groups A or B).
e Let 7 =1,...,J be the distinct times of observed failure events in either group.

o Let ny j, np; be the number of subjects at risk (who have not yet failed nor have been

censored) at the time of occurrence of the j'th failure in each group, respectively.
® n; =nyuj +np; is the total number of subjects at risk at time j.

e Let Oy, Op; be the random variables representing the observed number of failures

in each group at time j.

e Let 04, and op ; denote the number of failures observed at time j in groups A and B,
respectively. Let o; = 04 ; + op; denote the number of failures observed at time j in

both groups.

e Let T be the time of failure of a subject. P(T = t) is the probability distribution
function of T. The survival function is defined as S(t) = 1 — P(T < t) = 1 — F(t),

where F'(t) is the cumulative distribution function.

9



e As mentioned above, the null model in Logrank testing assumes that the survival
functions of the two groups are identical, Sa(t) = Sg(t). The null model also assumes

that the variables O4 ; (for all time intervals) are collectively independent.

e Under the null model the following applies: O4 ; ~ HG(n;,na j,05), where HG stands
for Hyper-Geometric distribution [8] [1].

Similarly for group B we have Op; ~ HG(nj,np ;,0;).

e The expected value and the variance of O, ; are given by:

Variace = Vy j = — oj( ] j)( ] ’j>
n,

j n; nj—1

Similarly for group B.
e The Logrank statistic is defined as:

O-F

ZA:W

Where:

J J J
O=> o045 E=) Eaj V=) Vi,
=1 j=1 j=1

If J is sufficiently large and the partition into A and B is reasonably balanced then Z4
is approximately distributed as N(0,1). The p-value evaluated for the dataset D uses the

observed value of Z4 and this stated normal approximation.

10



1.3 Secure Multiparty Computation - Background

1.3.1 MPC Protocols

Generally, every secure multiparty computation (MPC)[12][22][18] protocol is designed to
address the following situation: Consider a set of parties such that each party has an input it
desires to keep private. The parties use a predefined protocol to jointly compute a function
of their inputs. As an example, consider 10 individuals, each having an input x;. All

participants wish to evaluate 12, z; without exposing their own private inputs.
In MPC protocols a certain set of security properties must be preserved|[11]:

e Privacy - no information about the inputs may be revealed except for the output and

quantities that directly follow.
e Independence of inputs - no party can choose it’s input according to other inputs
e Correctness - the protocol computes the function correctly

e Fairness - if one party is exposed to it’s output as defined by the protocol, all parties

must be exposed to their outputs we well.

While the privacy, correctness and independence of inputs are essential, the fairness require-
ment can be relaxed in some cases. This kind of compromise supports a more efficient

protocols in terms of performance.

1.3.2 The Adversary Model

Every secure MPC protocol is designed for a certain adversarial model. The adversary is
considered to be an entity that has full control over one or more parties in the setting. As
such, the adversary has the full knowledge and perspective ("point of view”) of the corrupted
parties. The adversary sees their inputs, their coin tossing results (when such are involved),

and the messages received during the protocol run.

11



Two different models of adversarial behaviour can be considered:

e Semi-honest - the adversary follows the protocol (i.e. "plays by the rules”), while only
attacking the privacy and attempting to extract information about the inputs of the

other parties.

e Malicious - the adversary does not follow the protocol, and attempts to attack privacy

as well as correctness, independence of inputs and fairness.

The computation power of the adversary is also significant when designing a protocol.
The adversary can have either polynomial computation power or unbounded computational
power.

Another characteristic of the design is related to the timing of corruption. In a static
setting, the parties are corrupted before the protocol is initiated. In an adaptive setting,
the adversary can corrupt parties during the protocol’s run, based on past events.

These three assumptions - the adversary’s behaviour, the adversary’s computational
power and it’s ability to manipulate the setting - are the cornerstone of defining and evalu-

ating any secure MPC protocol.

1.3.3 Security in MPC Protocols

A secure MPC protocol is a protocol that preserves all security properties - privacy, correct-
ness, fairness and independence of inputs - with respect to the adversary model. Nevertheless,
in this work we present a modular protocol, which can be adequate for different adversary
models.

Every function f() can be evaluated by a secure protocol as was first demonstrated by
Yao in 1986 [22]. Yao’s construction showed how any function based on a boolean circuit
and calculated on the inputs of two parties can be securely computed.

BenOr, Goldwasser and Wigderson published in 1988 a protocol for securely evaluating any

function, under the assumption that the majority of the parties are not corrupted.

12



In theory, these constructions can securely calculate any function. However, using them
as part of valid solutions to a concrete problem usually results in poor performance and high
complexity. In the real world, it is much more efficient to design dedicated protocols for

specific tasks.

Notation

Let X = (21,29, ...,xx5) and Y = (y1, 42, ..., yn) be random vectors.
The notation X = Y means that the distribution of vector X and the distribution of vector
Y are close.

Close can mean:
e Identical distributions. Insures perfect secrecy.

o Statistical Indistinguishability. The distributions are not identical, but for every sample

value Cy : Pr[X = Cp] ~ Pr[Y = Cp] . Statistical closeness insures statistical secrecy.

e Computational Indistinguishability. For every PPT (probabilistic polynomial time)
algorithm A, the probability that A distinguishes between the distributions of the two
vectors X,Y is negligible. Computational Indistinguishability insures computational

secrecy.

Definition

There are formal comprehensive definitions for a secure MPC protocol which are adequate
for different types of adversaries. But for the examples that will be presented in the following
chapters, a simplified informal definition will suffice. The simple case involves two parties in
a static setting and a semi-honest adversary.

So instead of presenting the formal definition, consider the following informal description[11].
A secure two party protocol against a semi-honest adversary:

Let f(z,y) = (fl(:v,y), fa(z, y)) be a functionality that can be computed by a PPT algo-

13



rithm. 7 is a two-party protocol of f(z,y). = is the input of party P, and y is the input
of party P,. Similarly, fi(x,y) is the result exposed to party P, and fo(z,y) is the result
exposed to party P,. The security parameter is n.

7 securely computes f in the presence of a static semi-honest adversary if there exist PPT
algorithms S; and Sy (Simulators) such that for every set of values (z,y,n) the joint distri-

butions of the vectors resulting from running the protocol and the simulators are close:

{ (Sl(l”, z, f1(z, y)), f(z, y)) } =¢ { <vi€w1r(x7 y,n), f(z, y)) }
{ (Sz(l”, Y, fa(z, y)), f(z, y)) } =¢ { (viewér(L y,n), f(x, y)) }

view! (z,y,n) = (input of party i, coin tosses of party i, messages received by party i)

and

where:

Note that the above requirement also forces the following condition on the marginal dis-

tributions:
{81(1",:6, fl(w,y))} =¢ {view{r(w,y,n)}
and

{52(1",y,f2<w,y>)} =¢ {vicug(e.y.n)|

The algorithms S; and S; can be thought of as Simulators. A simulator is an algorithm
that resembles a fair protocol run. Intuitively, a protocol is secure if a simulator with no
input could perfectly imitate any party during the protocol such that the other party will

never notice a difference.
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Part 1

CoPPSA - Collaborative

Privacy-Preserving Survival Analysis

15



Chapter 2

Previous Work

Survival analysis tools and Logrank Test in particular are used in clinical studies for diverse
measurements, such as the efficacy of medical treatments or for comparing life expectancy
between populations (see 1.2.2 and 1.2.3). Due to the important role of survival analysis
in medical research, several secure protocols for survival analysis were published in recent
years. In this section we review three state of the art published reports [17] [logrank prot]
[13].

Privacy Preserving is a general concept of protecting the privacy of the subjects analyzed
in a dataset. In 2017 Nguyen & Hui [17] suggested an efficient Differential Privacy solution
for survival analysis, under the assumption that the data follows the Weibull distribution.

Differential Privacy is a rigorous mathematical definition of privacy-preservation.

Consider a computation taken over some dataset. If a computation suffices differential
privacy then adding an individual’s information to the dataset (or removing one out of it)
cannot conspicuously change the distribution of the computation result. Differential privacy
does not achieve the level of security that a secure MPC protocol guarantees. While in MPC

protocol no information regarding the input (beyond what is known form the output) can

16



leak, differential privacy only guarantees that the output does not reveal information about

any entry in the dataset.

In 2011 Tingting Chen and Sheng Zhong published an MPC protocol for Logrank Test
which is based on the Secure Sum operation[5]. However, the Secure Sum is not secure
against a setting with more than one corrupted party - as will be shown below. Since the
Logrank MPC protocol is based on this operation, the protocol is also not secure for settings

with more than one corrupted party.

Observation: Secure sum is not secure in a setting with more than one corrupted party.

Proof. Consider a set of K parties P, ..., Px. Each party ¢ has an input z; i =0,1,...K.
Let C be a known parameter such that x; < C for i =0,1,...K.
Let f(l‘l,xg, ...,.TK) =21 +2Tg+ ...+ 2T

The Secure Sum operation is as follows:
1. P, samples Ry ~ Uni[0,CK — 1] and sends m; = (z1 + R;) mod (CK) to P,
2. for j=2,..., K —1: P; Sends m; = (z; + m;_1) mod (CK) to Pj;.
3. Py Sends my = (zx + mg_1) mod (CK) to Py.
4. Py sends output = (myx — Ry) mod (CK) to all other parties.

For ¢t > 1 this protocol is not secure.
For example, if the adversary corrupted parties P, and P, then it can calculate x3 with

full confidence:

P|:X3 = (m3 —mg) mod (C’K)\mg,mg} =1

Which proves the observation. O

17



Furthermore, even though Chen-Zhong’s protocol is aimed to calculate Z-score, it reveals
additional information which should remain hidden.
Chen-Zhong’s protocol has two versions. In the first version both the total numbers of in-
stances "at risk” and the total number of failures for each time interval are exposed. In the
second version of the protocol the total amount of failures in the target group is exposed.
Although this can be considered as a reasonable compromise in some cases, it is not true for

all scenarios.

On January 2021 von Maltitz et al described a high-performance implementation for a
secure MPC protocol for Logrank test[13]. Their implementation is based on FRESCO -
Framework for Efficient Secure Computation - a Java-based repository for writing applica-
tions based on secure computation.

Von Maltitz et al demonstrated that with a common hardware and networking framework,
a secure MPC protocol for Logrank can run within a reasonable time . Specifically, their
protocol took 20 minutes for 300 items merged dataset divided to 3 subsets. In their paper

they described the dataset merging process:

1. Each party defines a list of failure times.

2. All parties use MPC protocol to create one merged sorted list of all failure times. By
the end of this step the only intermediate information that was made available to all

parties was the merged list of failure times.

3. Each party creates a table with the Logrank data: the amount of subject "at risk”, the
total amount of failures, and the amount of failures in the target group. Each entry in

the table is associated with a time in the merged list.
4. Each party encrypts it’s table, as generated above.

5. The parties use an additive MPC protocol to marge all ciphertext to one encrypted

table.

18



The encrypted merged table is an encrypted Logrank timeline. The consequent operations
in the calculation are now executed straight forward on the encrypted data. Note that the
encryption therefore needs to support division and roots. In fact, for each time interval (for
each encrypted entry in the merged table) the expected value and variance are calculated
over encrypted data. That requires a number of division operations that is linear to the
number of failures.

Von Maltitz et al’s solution is accurate and fully secure, although it exposes the time intervals
of the merged tables to all parties. Their measurements show that the most influential factors
on time performance were the number of "heavy” arithmetic operations (such as divisions),

and network latency.
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Chapter 3

The Protocol

The naive way to perform the Logrank calculation in MPC would be to first encrypt the
data table of each party, then to merge the encrypted data, and finally to perform all of the
Lograk process on encrypted dataset. Unfortunately this method is extremely inefficient.
Logrank calculation requires both sorting and division operations. The number of required
division operation is linear in the number of time intervals in the data; this has proven to
be a highly resource-demanding process, to a point of infeasibility when dealing with even
mildly large amounts of encrypted data.

We could provide a new MPC protocol designed for a specific adversary model, but
we would like to propose a more general solution for the efficiency problem. We offer an
alternative calculation for Logrank which is based on changing the Logrank process so that
the parties do most of the required operations before the data is encrypted. This way we
minimize the number of operations on the ciphertext.

Our solution actually computes a variant of the standard approximation. In section 4 we

discuss statistical aspects related to the difference between Logrank and CoPPSA

20



In this chapter we present the CoPPSA protocol and discuss it’s correctness and it’s
security. CoPPSA can be implemented based on a variety of known MPC tools, like BGW,

Homomorphic Encryption, or others.

3.1 CoPPSA - An MPC Protocol For Logrank Test

The notations follow the notations of section 1.2.3. 04 ;(%), Ea ;(4), Va (i) represent o4 ;, Ea;, Va
as calculated by party .

Let Z be the result of a standard Logrank Test applied on a dataset D. CoPPSA
calculates a different quantity. Let Z* denote the CoPPSA protocol result on the same

dataset D.
YL, O(i) — E(i)
Y, V(i)

Logrank calculations are performed over the field of real numbers. Therefore, the accuracy

7" =

of calculation is governed by the accuracy of the inputs. The parameter b represents the
number of decimal digits after the decimal point. For calculating Logrank results with a given
accuracy the parties must agree on the parameter b and calculate (O — E, V') accordingly.

Since Logrank calculates Z-score, a reasonable value can be b = 2 or b = 3.

21



1. For each party i,7=1,2...., N:

e The party calculates the vector (OAJ (i), Ea (i), Va, (z))
for each time interval j.
The time intervals 1 < j < J; are associated with the party’s own dataset.

J; denotes the number of time intervals in the dataset of the party.

e The party calculates over the field of the real numbers R:

Ji Ji Ji

O(i) = > oaj(i) E(i) =3 Eaj(i) V(i) =23 Va;(i)

j=1 j=1 j=1

e The party calculates O(i) — E(i) and V(i) as rounded integers:
ma(i) = [10°- (0() = E(i)], ma(i) = [10"- V(i)
The party then forms the message:
M) = (ma(i), ma(i))

2. The Parties use MPC to jointly calculate a value over a cyclic field 7Z,

(see Section 3.1.2):

D = (3 mu(i) mod p
U= (;m(i)) mod p

(D,U) is the common output of all parties.

3. Each party calculates over R:
D-107"
VU -107°

*

Algorithm 1: CoPPSA protocol

22




Note that all the secure MPC operations are in Phase 2, on calculating (D, U). All other
calculations are done locally by each party, without further communication.

In terms of MPC, phase 2 requires a secure calculation of sums. This can be implemented
by any MPC protocol that supports summing over Z, and is suitable for the required adver-
sary model.

Note that no sorting operations and no division operations are required.

3.1.1 Correctness

Now we show that Z* calculates the required value:

In phase 3 we get:

g D107 (2X, mi(i)) modp- 107 (32,1107 (0() — E(i))]) mod p-107°

VU107 (5N, ma(i) mod p - 107 VEX 100 V(@)]) mod p- 10

(ZX,110°- (00) - E@))) <10 5N, 0() - E()
VSN, (100 V(i)]) - 10 SN, V()

Where we use the construction of p (see section 3.1.2) and where the approximation sign =

is due to rounding.

3.1.2 The Field Z,

Now we show how to select the field size p .

Note that phases 1 and 3 imply the following requirements:
1. my(i), ms(i) € Z,,
2. D= (2X,[10°- (0(i) — E@i))]) mod p= (XX, [10"- (0) — E(i))))
3. U= (2N, [10°-V(E)]) mod p=3N,[10°-V(i)]

Let 0,440 be the maximum number of failures possible in a party’s database. We will show

that if p > N - 0,40 - 10° then the requirements are fulfilled.
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Consider a case where N parties wish to choose a cyclic field Z, for the protocol.

The input, to the protocol, of each party is (O(z’)—E(i), V(z)) = < Zj;l (04,;(1)—E44(1)), Zj;l Va,j (z))
The required accuracy is 107° (b decimal digits).

The common output: (D,U) = (Zf\il |10°- (O(i) — E(i))], =N, |10 - V(z)J)

10°-V(0)]) < (10 32(00) ~ E@). 10/ V)

i=1 =1 =1

(;uoh - (0(i) - E(i))],

D= (; mi(i)) mod p < 10°> " O(i) — E(i)

U — (; ma(i)) modp < 10‘7(; V(i)

1. o(i) - the number of failures of party i. The parties should agree over some value 0,4,

such that Vi =1,.., N : 0(i) < 0mas-

2.
nang;oj(n; —o;) _ loj(n;—o0;) _oj(n;—1) _ o
) — Z < ')
Var(oa;) n2 (—1) —4 (m—1) ~4m—1) 4
Therefore:
L 1 L1
V(i) =) Var(oa;) < 1 > 04(i) = 10(@)

J=1

Conclusion: O(i) — E(i) < 0(i) < 0maq, V(i) < 30(1) < T0mas

(O@) — E(1)) - 10° < 0pae - 10° V(i) -10° < Omaa 10°

N N N
U=(>_ma(i))modp=> V(i) 10" < e 10° - Oppae
i=1

D = () _mi(i)) mod p = ;(0(2') — E(i)) - 10° < N - 0ppaq - 10°

=1

So, we need to set the field Z, such that N - 0,4, - 10° < p
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3.1.3 CoPPSA Security

As mentioned above, all the secure MPC operations are in phase 2.

The functionality that is being securely calculates is:

N

D = (3 ma(i)) mod p

i=1

U= (; ma(i)) mod p

(m1 (i), m2(4)) is the private input of party ¢ and (D, U) is the common output of all parties.
The security of CoPPSA is therefore directly inherited from the security of the chosen MPC
protocol for phase 2. Since the MPC tool is not specified in the protocol definition, the
level of security is flexible, as well as the adversary model. The MPC tool should be chosen
according to the requirements. In that sense the level of security depends on the implemen-

tation.

For example, consider the following implementation of phase 2 with Homomorphic Encryp-
tion.

Consider an additively Homomorphic Encryption scheme m = (Gen, Enc, Dec, @) such that:
Vm,m' € Z, Decg(Ency(m) @ Ency(m')) =m+m’ mod p

Let Z, be the plaintext field. We assume that Ency() is a function from Z, to some larger

field Z,.

Consider a case in which N hospitals conducted the same experiment, and they wish to
use CoPPSA to securely calculate Z*. They use an implementation of CoPPSA in which
there is an evaluation server and a key-holder server. This implementation of the protocol

relies on the assumption that the adversary cannot corrupt both servers at the same time.
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Steps:
1. The key-holder server calculates Gen(1¥) — (pk, sk) and publishes pk to all hospitals.

2. Each hospital ¢ encrypts the message M (i) and sends the ciphertext to the evaluation
server.

Bnew(M() = C@), C@) = (a() modq, ci) mod g)
Note that ¢(i) and co(4) are both in Z,

3. The evaluation server performs the evaluation and sends the result to the key-holder
server.
D= @i]\ilcl(i) U= @ijilc?a(i)
4. The key-holder decrypts D and U and sends the results to all hospitals.

From the construction of Z,:

N
Decg(D) = Decsk( oN, 01(@')) = (Zml(z)> modp=D modp=D
i=1

Decy(U) = Decsk( oN, 03(2')) = (ng(z)) mod p=U modp=U

=1

It is easy to see that under the assumption regarding the servers, the security is kept.

Discussion:
It is important to note that the common output (D, U) reveals information other than Zx.

The output (D, U) is defined as follows:

D= (; my(i)) mod p
U= (;ma(i)) mod p



Using CoPPSA force the participants to share (D, U) instead of sharing Z. In some cases,
revealing (D, U) instead of Z may be considered as a ”deal breaker”.

For example, if there are only two parties participating, the output is

D = (my(1) + mi(2)) mod p

U = (ms(1) + ma(2)) mod p

In this case, there is no advantage in using MPC tool for phase 2 at all. The inputs
mq(1),m1(2), ma(1), mo(2) that should have remained private can be directly calculated by
each party from the output. In Von Maltitz et al solution, or any other solution that define
Z as the common outputs, there is no such a problem, because the functionality that is being

securely calculated is Z and not (D, U).

3.1.4 Simulation

A simple example of phases 2 and 3 of the protocol is available at
https://github.com/asamohi/Logrank_submodule.git

In this repository you can find a single-threaded simulation. The implementation is based
on Homomorphic Encryption (CKKS scheme). This example contains clients (parties) and
two servers. One server provides keys creation and decryption, and the other server provides

evaluation. We assume that the adversary does not corrupt both servers at the same time.

Space consumption

In our simulation each client sends encrypted data with size 750KB. The evaluation server
sends encrypted data to the key-holder server, which has the same size: 750KB.

We ran the simulation with several numbers of clients with the following running times:

27



Number of clients | Running time, in seconds
3 1
10 3.25
100 31
1000 307

As expected, the time is linearly proportional to the number of parties.

protocol is completely independent of the amount of instances.
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Chapter 4

Statistical Analysis And Methods

In this chapter we will discuss several statistical aspects of CoPPSA. We will present the
difference between CoPPSA and standard Logrank Test by experimenting with an actual
data and also by a thought experiment. We will justify the correctness of CoPPSA as
a Survival Analysis comparison tool. We will empirically demonstrate that the results of

CoPPSA converge to those of Logrank test.

4.1 1Is zZ* Equivalent To 27

As mentioned in the previous chapters, COPPSA evaluates Z* — which is a different function
than the standard Logrank result Z. Figure 4.1 will assist in better understanding the
source of the differences between the two protocols. The top histogram in the figure shows
a simulation of a dataset of size 200 (corresponding to 200 patients). The dataset is the
MAINZ cohort [19]. We divided the data according to the sub-type - Luminal A vs not
Luminal A - and define the target group to be Luminal A. A standard Logrank calculation
on this dataset results with a p-value of 0.0142. This result is marked with a red line

The 200 subjects of the dataset were then uniformly randomly split into 5 subsets. Then
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Data size = 200, 5 hospitals, original p-value=0.0142, 500 instances

14

0.030 0.035

Data size = 850, 5 hospitals, original p-value=3.70669371305704e-07, 500 instances

Q- T T
0.0000000 0.0000002 0.0000004 0.0000006 0.0000008 0.0000010 0.0000012 0.0000014

Data size = 249, 5 hospitals, original p-value=7.599630675417338e-05, 500 instances

00003 00004

Figure 4.1: The same simulation over 3 datasets. Different patients allocation results in
different p-values. See text for details.



Z* was calculated assuming each subset is owned by different party. A new p-value was
calculated from this Z*.

This process was repeated 500 times to generate 500 new p-values based on Z* values for
500 random partitions. The top histogram of Figure 4.1 consists of the 500 p-value results.

In the middle histogram we can see the same simulation performed on a different dataset
of 850 patients generating a p-value of 3.7066e-07 (marked in red). The bottom histogram
presents the same simulation with a third dataset or 249 patients. The Logrank p-value
is 7.6e-05 (in red). The three datasets are taken from different breast cancer cohorts -
MATZ[19], UPSA[2] and STAM[4].

Observing the histograms we can clearly see that evidently the proposed protocol doesn’t
comply with the standard Logrank test: Z # Z*. The underlying reason for this is a loss
of information: the sorting procedure in standard Logrank Test holds larger amount of
information (timing comparisons) compared to the partial sorting procedures performed by
each party locally on smaller portions of the original dataset. At first glance it may look like
a major drawback. However, we will argue that Z* is an alternative approach which also
represents adequate significance testing for survival analysis.

In particular, we will take two steps:

1. Proving that Z* ~ N(0,1) (see section 4.3)
The reliability of the p-value calculation in CoPPSA is not based on the correctness of
the Logrank test, but rather on the strong version of the Central Limit Theorem. We
will prove that, assuming a sufficiently large number of subjects, Z* has an approx-
imately N(0,1) distribution under the null model, which presumes that the survival

function is independent of the class.

2. Empirically demonstrating that with high probability |Z* — Z| is small.
As can be observed in the histograms 4.4-4.11, the p-values calculated from Z and Z*

are relatively close. In section 4.4 we will investigate the distance between Z and Z*.
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4.2 The Difference Between 7 And Z*

For further intuition about the difference between Z and Z*, consider the following synthetic
example.

Consider a case in which two hospitals, Hospitall and Hospital2, wish to measure the
efficiency of new blue medicine called "The Blue Cure”. The two hospitals started the
following experiment at the exact same time, separately. Each hospital collects a group of
volunteers within the patients and divides them to two groups. One group is given "The
Blue Cure” and the other is given a placebo. Each hospital measures the time of patients’
death (note that in this example all events are failures, that is: no censorship). Eventually,
the two hospitals merge the collected data into one timeline of failures.

The merged timeline is presented in Figure 4.2. A blue dot denotes a death of a patient
that was given "The Blue Cure”. A blank dot denotes a death of a patient that was given a

placebo.
00000000000 000000000000)

Figure 4.2: The merged data from both hospitals. The blank dots denote failures of patients
from the placebo group. The blue dots denotes failures of patients from "The Blue Cure”

group.

We can see that the first three patients to fail were given a placebo, and the five patients who
survived the longest were given "The Blue Cure”. Note that we cannot tell the association
between patients and hospitals.

Observing the timeline, we see that the patients that were given "The Blue Cure” tended to
live longer. Without any calculations we can clearly deduce Z is negative if the target group

is the "blue” group (that was given the blue medicine).

J J J
0 = Z Oblue,j E = Z Eblue,j V= Z %lue,j

j=1 j=1 j=1
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O-F
Zblue:7<0

VV

Let Zy be Logrank Test result as calculated from this timeline. Zy = Zpe < 0 . Our next
step is to show that for different allocations to subsets, Z* changes while Z; is the same.
What would have happened if the dataset collected in each hospitals weren’t merged?
In Figure 4.3 we can see two distinct patient allocations for the same merged timeline as
presented in Figure 4.2. The two allocations are labeled ”"Division A” and ”Division B”. The
timelines in Figure 4.2 labeled "Merged Data” denotes the merged timeline, and they are
identical, as expected. The purple square denotes the patients allocated for Hospital 2 in
division A. They appear also on the separate timeline labeled "Hospital2” under "Division
A”. The orange square denotes the patients allocated for Hospital 2 in division B. They
appear also on the separate timeline labeled "Hospital2” under ”"Division B”.
In both allocations Hospital2 dataset consist of 6 patients, 3 of which are given "The Blue

Cure” and 3 in are given placebo.

OOOO0OOOO0O0 COOOOOOOOOOOOQ  Merged ata

O00000000IACCO0AOOOOO  Hersevat

OOOOOOOOOOOOOOOO0  Hospital 1

Division A
OOOOOO Hospital 2
00000000 000000000000 000
OOOOOO OOOOOOOOOOQ Hospital 1

Division B

OOOOOO Hospital 2

Figure 4.3: Two distinct patient allocations for the same merged timeline results in two
different values of Z*

The CoPPSA result based on Division A is denoted by Z7%, and the CoPPSA result based
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on Division B is denoted by Zj. The standard Logrank Test result is equal to Zy < 0 for all

possible divisions, because they are all merged to the same identical dataset.

Observations:

1. In both allocations Hospital2 has the same timeline, and therefore the same values

0(2)4 = 025, E2)a = B(2)5,V(2)4 = V(2)5.

2. Hospitall has different timelines, so the values are different:

(0), EQ), V(1)) # (0(1), B(1),V(1)) .

From the observations we can therefore conclude that Z} # Z%. Therefore: Z, # Z} or

Zo 4 75,

Conclusion:

The protocol calculation result Z* is not necessarily equal to the Logrank result Z.

4.3 CoPPSA - Proof Of Convergence to Standard Nor-

mal Distribution

4.3.1 Intuition

To validate the correctness of the protocol we need to prove the following claim:

N . .
Z" = M Then under the null model: Z* ~ N(0,1).
Zi:l V(Z)

Let (Oay,...,Oay) be the set of random variables defined in the Logrank process over the
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dataset D of some party.
Oaj~ HG(nj,ma;,05)

The observed value of each random variable O; is o;.

The expected value and the variance of Oy4 ; under the null model:

na,j naj (M — 05\ (N —Na;
Eaj= 0 Vaj= o 1
i j j i~

Under the null model (O4y,...,Oay) are collectively independent. By the Logrank process

we define:

k k k
O:ZOAJ EZZEA,]‘ VZZVA,]‘

j=1 j=1 j=1

Assuming that k is large enough we get the Gaussian (O — E) with the variance V

Before we describe the proof, Let’s try an intuitive (informal) approach and extend the
above to a case with multiple datasets.

{D(1),D(2),...D(N)} is a set of N datasets of N parties respectively.

{OAJ(Z.), Oas2(i),.... 04, (z)} are the random variables defined from dataset D(i) in the Lo-

grank process.
k k k
O(i) = 0a;(i) E(@) =) Ea;(i) V()= Va,(i)
j=1 j=1 j=1
Counsider the set of all random variables from all datasets:

{oA,lu), 0ns(1)s e O (1), s Oat (N, O (N, ... OA,kN(N)}

Under the null model all these RVs are collectively independent. Therefore, the Gaussian

random variables Vi = 1,...N : (O(i) — E(i)) are also collectively independent.
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Therefore, >N (O(i) — E(i)) is a Gaussian with variance >N, V()

N . .
By this we get that Z* = w ~ N(0,1)
\/ 2oim (V@)

In the next sections we will give the complete proof of the convergence.

4.3.2 Preliminary Definitions And Claims

Theorem 4.3.1. (Lindeberg-Feller Theorem)
Let (Y1,...,Y,) be a set of independent RVs s.t. Vi € [1,n] : E(Y;) = 0.

o T, = 22:1 Yy,
o Var(Y;) = o
Y Si = VCL’]”(Tn) = ZZ:l Var(Yk) = ZZ:l O-]%

If for every e > 0 lim,,_, é >y E(Yk2 | Yk > € sn}) =0

then: f—: EN N(0,1)

The Condition Ve > 0 lim, 0 23 >y E(Y,f I{|Ye| > e sn}) = 0 is called Lindeberg’s

Condition.
Lemma 4.3.2. Let (Y1,...,Y,) be a set of discrete independent random variables s.t.
1. Vie[l,n]: =M <Y; <M for some constant M > 0
2.Vie[l,n]: E(Y;)=0
3. Vie[l,n]:Var(y;) >0
4. lim, o 3" Var(Y;) = 0o
Then: (Y1, ...,Y,) complies with Lindeberqg’s condition.
Proof. Notations:

o Tn - 22:1 Yk
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o Var(Y;) = o
o 52 =Var(l,) = iy Var(Ve) = Sy o

Now, we show that Lindeberg condition holds:

n 1 M
S BOR Mz e sd) = 5 2 S PG =yl Tyl > ey <
n k=1 n k=1y=—M
1 ) M n )
<52 MY PMe=y) Lyl Z e saldy = 5 > MPP(|Vi| = €-5n) <
Snk=1  y=—M n k=1
Chebyshev’s,)\:e.sn>< i zn: M2 (0',1%> _ %2 ' L zn: 0_2 _ M2572.L _ %2
sl €2s? $2 €282 il 2¢2s2 52

lim,, oo 21y Var(Y;) = lim, o, s2 = 0o , so for every € > 0 :

M?
lim — =0
n—00 372162

1 ) M2
0< Q;E(Yk ]I{’Yk‘ EG'Sn}) < @

Therefore, for every € > 0 :

1L
Jm 5 S BV I 2 € s0}) = 0

n k=1

Conclusion: (Y1, ...,Y,) complies with Lindeberg condition.

]

Lemma 4.3.3. Let D be a Logrank dataset. Let (OAJ, Oa2, ...y OA,k) be the set of random

variables defined in the Logrank process over the dataset D.

then: limy_ o E?Zl Var(Oy,j) = o0

4.3.3 Convergence To Standard Normal Distribution

In this section we use theorem 4.3.1, lemma 4.3.2 and lemma 4.3.3 to prove that Z* ~ N (0, 1).

Let D(1), D(2),...D(N) be a set of survival time-and-event datasets used by CoPPSA.
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Define the set of new random variables (Y11, Ya1,...., Y, v) s.t. For each 1,j Yj; = Oy (i) —
Ey4 ;7).

Claim 4.3.4. (Y11,Y51,...., Y, .n) is a set of discrete RVs (trivial)

Claim 4.3.5. (Y11, Y1, ..., Yo ~) is a set of collectively independent RVs.

Proof. Each party ¢ = 1,..., N calculates the vector (oj(i),EAJ(i),VA,j(i)) for each time
interval j. Just like in the standard Logrank, Oy (i) is a random variable with hyper-
geometric distribution. And similarly to Logrank (Oa (i), Oa2(7), ..., Oar, (7)) is collectively
independent. Since each party conducts a separate independent experiment, we can assume

that
(0A71(1), 0s(1)s ey O (1), s Oa 1 (N, Onn(N), ... oA,kN(N))
are collectively independent. Therefore (Y1, Y2y, ...., Y, n) are also collectively independent.
O
Claim 4.3.6. -1 <Y; <1

Proof. In both standard Logrank Test and CoPPSA, each failure time defines a new time
interval. Oy ;(i) > 1 meas that several failures occurred at the exact same time. In a

theoretic, experiment in which time measurement resolution is infinite, we get:
Vi,j:0<04;(0) <1=0<FE4;(i)<1= —-1<04,(i)—FEa;(i)<1=-1<Y;<1

(In practice, we can tune the time measurement resolution of the experiment according to

an arbitrary M, and say O4 (i) < M). O
Claim 4.3.7. E(Y;;) = 0 (trivial)
Claim 4.3.8. Var(Y;;) >0

Proof. By the definition of Hyper-geometric distribution we know:

Var(Y;) = Va; = %0, (nfm) (nﬂ?j>
By definition: Vi,j:0 <nyu (i) o0;(i) <n;j(i) 2<n;(i) = Var(Y;) >0 O
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Claim 4.3.9. lim, oo Y%, >0 Var(Yj;) = oo
Proof. From Lemma 4.3.3 we assume: limg, o Z?;l Var(Oy4,(i)) = oo

T; N T; N n

= T}1—I>noo]21 Var(Yj;) = oo = Z:ZI lim ]Zl Var(Yj;) = oo = lim ZZUZI Var(Yj;) = oo
We see that (Y11, Yo, ..., Yy ,.v) is set of discrete independent variable s.t.

1 Vij:—1<Y; <1

2. Vi,j: E(Y;) =0

3. Vi,j:Var(Y;) >0

4. limy, e N, >y Var(Yj) = oo

So by lemma 4.3.2 and theorem 4.3.1:

N T
. Y
lim %Zzl T:J—l ! ~ N(0,1)
e \/Z¢:1 Zj;1 VW(YJ")
By the original definition of Y}; :
T; Ti . , i . . : ir, O(i) — B(i)
> Var(Y) = 32 Var(Oa,(i) = Vi), 35 = (06)=B() = Jim =28 ~ N(0,1)
j=1 J=1 g=1 im1 V(1)
O

4.4 How Close Are Z And Z* ?

To justify the usage of the newly proposed algorithm we must show that Z and Z* are
close with high probability as the number of subjects increases and under some assumption
related to partitioning the cohort of subjects. We defer a formal proof to future work (see

discussion) and herein provide some empirical evidence. The histogram in Figure 4.4 is based
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on the data from the MAINZ cohort [19]. This dataset has 200 entries, corresponding to 200
patients with breads cancer. As mentioned above, we divided the data according to cancer
sub-type - Luminal A vs not Luminal A - and define the target group to be Luminal A. The
standard Logrank calculation on this dataset results with a Z = —2.19.

The 200 values dataset was then uniformly randomly split into 5 subsets. Then Z* was
calculated assuming each subset is owned by different party.

This process was repeated 500 times to generate 500 new Z* values for 500 random
partitions. The histogram in Figure 4.4 consists of the 400 values of Z* — Z.

In the following histograms, shown from Figure 4.5 up to Figure 4.11 we can see the output
of the same simulation taken over different datasets (UPSA[2], STAM[4] and SCANBJ3],
different merges between them and with additional synthetic data). Each histogram consists
of the 500 results of the calculation Z* — Z, according to 500 random partitions. The
comparison is between Luminal A and not Luminal A. The target group is always Luminal
A.

Let S(D) be the size of the dataset D. The shapes of histograms are close to a normal
distribution shape. This indicates that Z* — Z may have a normal distribution such as
(Z — Z*) ~ Normal (0, V(S(D))) for an unknown function V(). An interesting pattern
emerges: the larger the dataset is, the smaller the variance of the Gaussian becomes. Let
s be the size of the merged dataset, the pattern may indicate that: lim, . V(s) = 0 and
therefore lim, ,.. Z* = Z

Assuming that this conjecture is true, a generalization may have the following form:

Conjecture 4.4.1. for every k, € and 6 there exists an N such that for every dataset of
size n such that N < n, if the dataset is randomly and uniformly divided into k subsets with

similar sizes, then:

P(|Z—-Z">¢) <6
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Z* - Z: Data size = 200, 5 hospitals, original Z-value=-2.190 500 partitions .

15.0 |

75 1

5.0 1

25 1

0.0 -

Figure 4.4: Z* — Z values for different partitions, 200 subjects

Z* - Z: Data size = 249, 5 hospitals, original Z-value=-3.788 500 partitions .

10
Figure 4.5: Z* — Z values for different partitions, 249 subjects
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Z* - Z: Data size = 850, 5 hospitals, original Z-value=-4.950 500 partitions .

Figure 4.6: Z* — Z values for different partitions, 850 subjects

Z* - Z: Data size = 1000, 5 hospitals, original Z-value=-3.520 500 partitions .

-1.0 -05 00 05 10

Figure 4.7: Z* — Z values for different partitions, 1000 subjects
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Z* - Z: Data size = 1500, 5 hospitals, original Z-value=-5.108 500 partitions .

-1.0 -0.5 0.0 05 10
Figure 4.8: Z* — Z values for different partitions, 1500 subjects

Z* - Z: Data size = 2000, 5 hospitals, original Z-value=-5.286 500 partitions .

10 A

Figure 4.9: Z* — Z values for different partitions, 2000 subjects

43



Z* - Z: Data size = 2500, 5 hospitals, original Z-value=-5.611 500 partitions .

-1.0 -05 0.0 05 10
Figure 4.10: Z* — Z values for different partitions, 2500 subjects

Z* - Z: Data size = 3069, 5 hospitals, original Z-value=-5.908 500 partitions .

16

14

-10 -05 0.0 05 10

Figure 4.11: Z* — Z values for different partitions, 3069 subjects
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Chapter 5

Incentive For Veracity

5.1 What Is A lie?

In the MPC field a false input is not considered as an attack. A secure MPC protocol is not
necessarily protected against deceptions.

For example, let m be a secure MPC protocol for calculating the function
flz1, 0, 23) = 21 + X9 + T3

such that each party P; owns the input z;.

The protocol output f(z1,xs,23) is sent back to all three parties. If P; provides a false
input z; # 27 then the output of m will be f(z1, z2,x3) = 21 + x5 + x3. By the end of the run
P, and P5 have the value f(z1,x9,23), meaning they got a false output. But P; can easily

calculate the desired and true value f(z1,x9,x3):
f(21,m2,23) — 21+ 71 = 21 + 29 + 23 — 21 + 71 = f(21, 72, 73)

Now, let’s consider a similar scenario in CoPPSA:

Party P, "lies” (i.e. provides a false input), while all other parties use their true results
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(see section 3.1).

The true input of Bj:
M. = (10" (00) = EQ)],  ma,,, = [10"- V()]
P, maliciously uses fake input.
Mope = (mlfake mod p,my,,,. mod p)

All parties receive the result

P, calculates

N N
Dfixed = ((Z my (/L)) - mlfake + mltrue) mOd p= (Z my (/L)) - mlfake + mltrue

1=1 1=1

N N
Upoe = (2 ma(0)) = sy, + 2. ) mod p = (3 ma(0) = oy, +ma,
=1

=1

* Dfiwed‘loib
Party [ calculates the true result Z* = VU107

Eventually P, is the only party who knows the correct Z* value.

5.1.1 Deterministically Non-Cooperatively Computable Functions

Y. Shoham and M. Tennenholtz presented in 2005 the concept of deterministically non-

cooperatively computable functions (D-NCC)[20]. They defined a boolean function to be
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D-NCC as follows:

Assume a set of n agents (parties) {1,2,...,n} and a special agent termed ‘the center’.
For each agent i: v; € {0,1} is the type (input) of agent i. The vector of agent types
v = (v1,...,v,) has a joint probability distribution P. P assigns positive probability to all
configurations, i.e. P(v) > 0 for every v € {0, 1}".

Given a function w : {0,1}" — {0, 1}, we consider the following protocol:

1. For any vector v € {0,1}", each agent i declares his type v; to the center. It can be

either true (0; = v;) or false (0; # v;)
2. The center computes w(?) = w(vy, ..., v,) and send the value w(?) to all agents.
3. Each agent i computes w(v) based on w(?) and v; (his true input).
A pair of functions (f;, g;) represents the strategy for agent i .

e f;:{0,1} — {0,1} is the declaration function. It sets the input sent to the center

based on the true input. f;(v;) = v;

e g;: {0,1}> — {0,1} is the interpretation function. It is used by the agent to "fix”

the output based on the center’s announcement and his own true input. g;(w(?),v;)
Notations:
o v_; = (V1,V2, e, Vi1, Vig1, ---Up)
e For b e {0,1}: (b,v_;) = (v1, .., Vi_1,b,Vix1, ... 0)

Definition 5.1.1. Let n, P,w be as defined above . Then w is deterministically non-
cooperatively computable (D-NCC) if:

For any agent i, every strategy (fi, g;) and every v; € {0, 1}, the following holds.

Either there exists v_; € {0, 1} such that g;(w(fi(vi),v_),v;) # w(vi,v_y),

or else for every v_; € {0,1}" we have w(f;(v;),v_;) = w(vy,v_;).

47



Simply put, if an agent can impact the center’s output value, then for every false value
it produces, there are types of the other agents, that will result in an output he can not fix.

The definition is powerful and intuitive, but it applies for boolean functions only, and it
also assumes P(v) > 0 for each v.

For our purpose - incentive for honesty in CoPPSA - we propose our own new definition.
This definition is very similar to the definition of D-NCC, but it also holds for non-boolean

functions and inputs.

5.2 What Is An Incentive For Good Veracity?

We would like to construct a protocol that motivates the parties to provide true input values.

We call this feature "Incentive for good behavior” or "Incentive for veracity”.

Before we start, let’s recall the definition of conditional entropy.
Consider two random variables X, Y with images X, %) respectively.

For discrete variables the conditional entropy is defined as:

HY|X)==->Y P(X=2)> PY =y|X =z)log P(Y = y|X =2)

zeX yeY

Definition 5.2.1. (A function with an incentive for veracity with respect to one input)
Let {X1,..., X} be a set of independent random variables, Vi € {1,..,n} X;:Q — R.

Let f(z1,...,x,) be a function f:R" — F.

Consider | € {1,...,n}. We say f(X1,...,X,) has an incentive for veracity with re-
spect to input X, if for every couple of sample values T, € R s.t. P(X;=171) >0, P(X; =

©) >0 and T # @:

H(f( Xy, .. X =7, . Xp)|f(Xy, .. X1 =¢,.., X)) >0
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Where H(:|-) denotes the conditional entropy and the probability is taken over the distribu-
tion of the inputs (X, ..., Xi—1, X141, ooy Xi).

Claim 5.2.2. Let g : F — F be an injective function. f:R™ — F. Let {Xy,..., X,,} be a set
of collectively independent random variables.
If f(Xy,...,X,) has an incentive for veracity with respect to X; then go f(Xi,..., X,) has an

incentive for veracity with respect to Xj.

Proof.
H(f( Xy, ... X =7, .. X)|f (X1, .. X1 =¢,.., X)) >0—

= H(f(Xy, ... Xi=7,... Xp)|go f( X1, ... X1 =p,.., X)) >0 —

— H(go f(X1,.... X;=7,.... Xp)|lgo f(X1,... X1 =¢,.... X)) >0

Definition 5.2.3. (A function with an incentive for veracity )
Let {X1,..., X} be a set of independent random variables, Vi € {1,..,n} X;:Q — R.

Let f(z1,...,x,) be a function f:R" — F.

We say f(Xi,...,X,) has an incentive for veracity if f(Xi,...,X,) has an incentive

for veracity with respect to input X, for every l € {1,...,n}.

Example:
Let X1, X5, X3 be iid random variables, X; € {—1,1} , P(X;=1)=P(X; =—-1)=0.5

f(x1, 22, T3) = 2129 + To3 + T371

Claim 5.2.4. f(Xy, Xy, X3) has an incentive for veracity.
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3 itXy=X,=2X3
Proof. Notice that f(X;, X, X3) = {

-1 else
If a =1 and f(a, Xy, X3) = 3 then we know that X, = 1 and X3 = 1 and we can cal-
culate f(—1,X5,X3) = —1. But if a = 1 and f(a, Xs, X3) = —1 then X, and X3 are
unknown and f(—1, Xs, X3) can be either —1 or 3.

In the same way, If a = —1 and f(a, X3, X3) = 3 then we know that Xy = —1 and X3 = —1
and we can calculate f(1, X5, X3) = —1. But if a = —1 and f(a, X3, X3) = —1 then X, and

X3 are unknown and f(1, X5, X3) can be either —1 or 3.

Notations:
f(]_, XQ,Xg) = fl(Xg, Xg) in short: f~1()
f(—l, XQ, Xg) = f:l(XQ, Xg) in short: f:l()

Assume a = —1,b = 1.
P(i() = =1[f21() = 3)log P(fi() = =1|f1() =3) =1-0=0
P(fi() =3|f-1() = 3)log P(fi() = 3|f~1() =3) =0- —00 =0
P(fi() = =1|f1() = =Dlog P(fi() = =1|/21() = =1) = 3 log }
P(fi() = 3[f1() = =D)log P(fi() = 3[/-1() = —1) = jlog}
H(AOIf10) = - > P(fL0) P(fi0/~10)1og P(/Olf1() =
f-10=3,-1 f10=3,-1
—P(f:1(> = 3) -0 — P(f:1() = —1) ~ [?)) logg + ;log;] i(glogg + 2 3 log ;) 0
The calculation is the same for a = 1,b = —1:
H(L0IR0) =~ X PGRO) P(101fi0) log P(F101720) > 0
f10=3,-1 f210=3,~1
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We showed that f has an incentive for veracity with respect to X;. Due to the symmetry of
the function, and since the the inputs are iid, f has an incentive for veracity with respect to
X2 and X3 .

Conclusion: f has an incentive for veracity. O]

Example: Let X, X5, X3 be random variables, X; € {1,2} , P(X;=1) = P(X; =2) =
0.5
f(xl,l'g,l'g) = % + % + %

f(Xi, X2, X3) has an incentive for veracity.

Definition 5.2.5. (A function set with an incentive for veracity with respect to a set of
inputs)

Let {X1,..., X,,} be a set of independent random variables, Vi € {1,..,n} X;:Q — R.

Let f(xq,...,x,) be a function f:R" — F.

Consider (I, ..., lx) € {1,....,n}. Wesay f(Xy, ..., X,,) has an incentive for veracity with
respect to the inputs (X, ..., X;,) if for every couple of vectors (o1, ..., ox), (T1, ..., 7)) € R¥
stVie (1,...k) P(X, =¢;)>0P(X,=m)>0and (p1,....,08) # (71,0, Tp)

H(fl<X1, ...,Xll =T, ...,Xlk = Tk, -'-;Xn)‘fl(Xla ...,Xll = 1, ...,Xlk = Pk, ,Xn)) >0

Where the probability is taken over the distribution of the inputs { X1, ..., Xpn}/{ X1, ... X1, }-

Definition 5.2.6. (Protocol with incentive for veracity )

Let {ky, ..., k,} be a set of positive integers.

Let &7 = (T1.1, .y T1 k) T2 = (Ta1, ooy Toky) ooy Tn = (Tn1y oovs Tuk, ) b vectors of variables.
Let f(21, T2, oy @) = (Fu(@1 0y T0), Fo @1y oo B oo Fu(@s o ) )

be a function f : RF+-+kn 5 B that can be computed by a PPT algorithm.

7 is a secure MPC protocol for f(xy,2a,...,2,) s.t T, is the input vector of party P, and

fi(@, ..., 2,) is the output of party P.
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Let {X1, Xy, ..., X} be a set of independent random vectors, X; : Q — RF:.
Each random vector represents a set of secret inputs.
We say protocol m has an incentive for veracity if for everyl € {1,...,n}:

fl(Xl, - Xn) has an incentive for veracity with respect to the inputs X, = (X1 ooy Xigy)-

5.3 How To Add The Incentive To CoPPSA?

To add incentive to CoPPSA we need to change the value that is being calculated in phase
2 of the protocol.

Notations: D? = (XN, m1(4))?, U = XN, my(i) (see section 3.1)

D? and U are integers. By the end of CoPPSA D? and U are known to all parties. Each

party then calculates Z7* = %2 - 100,

CoPPSA with incentive outputs two values I', A s.t. %2 = %.
In particular, we choose the output to be:
D? U
- ey )
ged(D?,0)" ged(D?, U)

(ged = greatest common divisor)

In CoPPSA with incentive each party gets the output (I'; A), but not necessarily (D? U).

5.3.1 Notations

e Let p be a prime number.

Zy=A0,...,p =1} Z; ={1,...,p— 1}

Vz € Z, there exists Vy € Z, such that z -y = 1 mod p. y is a multiplicative
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inverses of z. 27! =y mod p

Extended Euclidean Algorithm — EEA — is a deterministic polynomial-time ex-
tended version of the Euclidean algorithm. Given two integers 0 < a,0 < b EEA(a,b)

outputs (g,x,y) s.t.:

1. g = ged(a,b)

2. za + yb = gcd(a,b) (x and y integers, may be negative).
Denote: (g,z,y) = FEA(a,b)

Va € Z*, we can calculate (¢~ mod p) with EEA as follows:

EFEA(a,p) outputs (ged(a, p),z,y) . Since p is prime ged(a,p) = 1.

xa+ yp = ged(a,p) =1 — (ra+yp) modp=1— xza mod p=1

Therefore: a™' =2 +p mod p

(+p mod p) is added because x may be negative.

Let (n,m) be positive integers. n < m
The Rational Reconstruction [15] Problem:

Given (n,m) one should find w s.t. there exist integers (r,0 < s) s.t.:

r
ns=r modm, u=-
s

A deterministic algorithm for solving this problem in polynomial time was given by S.
Wang in 1981 [21]. His solution use the Extended Euclidean Algorithm.

This solution applies under the condition that there are 2 known constants R and S
s.t. |r| < R,0 <s < S and 2RS < m . Under this condition the solution u is unique.

Notations: (a,b) = RaRe(n,m,R,S), u=7%="
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5.3.2 CoPPSA-V: CoPPSA With Randomization

The notations in this section follow the notations of Section 3.1.

1. All Parties consent on some value 0,,4z-

Omaz 18 the maximal umber of failures possible in any of the parties.

R= (10" - 0ppgr - N)?
S = (100 - ome= . N)

The parties agree on some value p s.t. 2RS < p
2. For each party i, 7 =1,2...., N:

e The party calculates: O(i), E(i), V(i)

e The party round the real numbers to integers.

ma (i) = [10°- (O(i) — E(i))], ma(i) = [10°- V(i)

e The party samples a random number uniformly distributed): r; € [0,p — 1]

3. The parties use MPC to jointly calculate the following over Z,:

D= ((Zf\’zl 7;) - (vazl ml(i))Q) mod p

0= ((SXm) - (S ma(i)) ) mod p

e (D,U) is the common output of all parties.
4. If U = 0: Abort and start over. (happens when (XN, 7;) = 0)

5. Each party calculates Z*:

e Calculates (U~' mod p) over Z} using EEA
e Calculates over Z,: n =D -U~! mod p
e Calculates (v,0) = RaRe(n,p,R,S), u=1%

e |Z*| =107y over R.

Algorithm 2: CoPPSA-V
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Correctness Proof
Claim 5.3.1. 2RS <p = 2- (XX, mi(i))2(XN, ma(i)) < p

P?"OOf. R:(1Ob'0max’N)27S:(]-Ob'onf%'N)

From section 3.1.2 we know: /0, ma(i) < & - 10° - 0pag,  Sivq ma(i) < N - Oppgq - 10°

2. (fj ml(i))Z(ENj ma(i)) < 2(10° - 0pae - N)?(10° - OZ‘”” -N) <2RS <p

O
Claim 5.3.2. n = (Zf\il ml(i))g(zi]\il ma(i))~t mod p
Proof. U # 0 so U has multiplicative inverse in the group L,
B 5 N 9 N -1
=00 modp = (L) (S m@)”) (T (Cme@)  mod p
i=1 i=1 i=1 i=1
N 5 N
= (Zml(z)) (> _ma(i))™" mod p
i=1 =1
m
Claim 5.3.3. (7,6) = RaRe(n,p,R,S) — u = % is correct and unique solution for the
N 2
rational reconstruction problem, and u = M .
>imma(i)
Proof. From claim 5.3.1 we know:
N N
2- (- ma()*(Q_ma(i) <p
i=1 i=1

From claim 5.3.2 we know:
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Therefore by the correction of Wang algorithm we know

(X m0)?
Zi]\il ma (i)

u =

S

and the value of u is unique. O
Claim 5.3.4. |Z*| = V10~u over R

Proof. From claim 5.3.3 we know:

(it mi(@)® _ (Xi10° - (0() — E())])

u = =

Soily mafi) S [107- V(i)

Vo — | Em(@)210 | (S 107 (0() — E@) P10
o J Sy ma(i) J SN 100 -V (i) ]

N J (S, 10° - (0(i) - E(i))*10 _ J W0(2X,06) ~ B0 _ IS (06) = B _ 4.

S, 100 V(i) WELVE SN v

Comments:

e All the secure MPC operations are in phase 3:

F((mn, Mmat1, 1), (M1, Maz, 72), ..., (Min, Man, TN)) =
(- (S m @) () (maa) mody

e The common output does not include the sign (positive or negative) of Z*. The parties

can only calculate the absolute value | Z*|.

If |Z*| indicates a insignificant p-value (if |Z*| < 1.65 then 0.05 < p-value), then the

result has no statistical clarity and the sign is less relevant.
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If |Z*| indicates a significant p-value each party can conclude the sign of Z* from it’s
own dataset. For sufficiently large dataset the sign of 7., is in coherence with the

sign of Z*

5.3.3 Does CoPPSA-V Have an Incentive for Veracity?

Notations: D? = (XN, m1(4))?, U= XN, my(i)
As mentioned, by the end of CoPPSA-V each party knows two values 'y A s.t. (I, A) =

D? U
ged(D2,U) ged(D2,U) | *

In this section we show that if ged(D?, U) has an entropy, then CoPPSA-V has an incentive

for veracity.
Claim 5.3.5. CoPPSA-V has incentive for veracity.

Proof. First scenario:

Consider a scenario in which party F; uses mg fase instead of mg 4 as the value communi-
cated in the MPC stage. To calculate the desired value the party should "fix” the protocol
result as follows:

1
—_— . 2 — I 77
(F, A)fz‘aced — (F, (A ng<D ) U) M2, false + m?,true)gcd(DQ, U))

Alternatively, P, may want to "fix” Z* directly:

X r
Zfiaced = 9 1
$ (A ' ng(D ) U) — M2 false + m?,true) m

To calculate (I', A)fized OF Zipeq, Pr should know the value of ged(D? U). ged(D? U) is a
function of the random variables my (1), ms(1),m1(2), .... Simply put, since m (1), mz(1), m1(2), ...
are random variables with a given distribution, ged(D?, U) is also non-deterministic random

variable, with distribution that is directly derived from the inputs distribution (see discussion
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below).

1
B 2
Avtized = (A - ged(D*,U) — ma, arse + m2,true)m
1
HAiwe Aase =H Aase' dD2, - alse rueAase:5>
(Afized| A faise) <( faise - 9ed(D%, U) = Mo faise + Moy )gcd(D2’U)| fal
1
. 2
= H(((S : ng(D ,U) — M2, false + m2,tru6)gcd(l)2’[])> >0
Similarly:
. r
H(Zfixed|F7A) :H( 9 1 |F:%A:6>
(A -gcd(D?,U) — ma, faise + m2,true)m
7 >0

. H(
J (6 ~gcd(D%,U) — mo faise + m2,true) m

Second scenario:

Consider a scenario in which P, uses m a5 instead if my ¢rye. The "fix” should be as follows:

1

B 2 -
(F7 A)fixed = (( I. gcd(DQ, U) — T, false + ml,true) ng(D2, U)’

A)

Like in first scenario we can show that to calculate (I', A) fizeq P, should know the value of
ged(D?,U), which is a random variable.
So we see that Z* = /1077 is a function with incentive for veracity and that CoPPSA-V

has an incentive for veracity. O
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Discussion

Could ged(D?,U) have no entropy?

To show that ged(D?, U) must have an entropy, we will show that:
Pr(ged(D*,U) =1) >0
Pr(ged(D*,U) #1) >0

In this case (X,Y) = (gcd(DD22 7 gcd(gQ U)) = (D% U). To estimate the probability that

ged(D*,U) = 1 consider Euler observation regarding Coprimality|[16]:

Theorem 5.3.6. Let N be a positive integer. a,b are random variables with uniform distri-
bution in the range {1, ..., N}. Let Py be the probability that a and b are coprime integers.
Observation:

6
lim Py = — N 0.607

N—o0 s

Simply put, the probability of two integers uniformly sampled from sufficiently large
range to be coprime integers is approximately % = 0.607.

The two integers (3%, [10°- (O(i) — E(i))])?, SN, [10°- V(i) | are large enough and close
to uniform in some arbitrary range. We can rely on this approximation and assume that
Pr(ged(D*,U) = 1) > 0 and Pr(gced(D*,U) # 1) > 0 . Therefore ged(D? U) is not a

constant.
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Part 11

Statistical Stability For Logrank Test
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Chapter 6

Logrank Stability

When applying the log-rank test to a set of data, we are implicitly assuming that the labels
of the subjects are correct. In reality, however, this assumption is often compromised. In
some cases the label assignment is, indeed, rather straight forward. This is typically the
case in the assignment to treatment arms and when actual compliance is verifiable. In other
cases it may be much less well defined.

This is the case when label assignment is determined by a human judgment, for example
based on inspection by pathologists, which is often prone to errors.

As a second example consider labeling that follows a machine decision. Three recent
studies [10, 9, 7] introduce machine learning models to determine breast cancer sub-types.
They all reported around 70% accuracy.

In the context of survival analysis, wrong sample labels can lead to dramatically differ-
ent statistical assessments. Consider the MAINZ cohort, [19], that describes survival data
for breast cancer patients. As can be seen in Figure 6.1, Luminal A patients have better
prognosis than the other types. We note a significant difference in the Luminal A prognosis

with p-value = 0.014. Now, what will the effect be, on the resulting p-value, of changing
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one Luminal A label out of the 200 samples (0.5%) in the MAINZ cohort. Figure 6.1 shows
the Kaplan-Meier graphs, before (left) and after (right) the change, and the corresponding
p-values. While the plots themselves seemed very similar, the p-value changed from 0.014
to 0.029.

In this work we address the uncertainty that arises from general labeling errors and label
instability. Given survival data with n samples and an error rate, a;, we find the minimum and
maximum log-rank p-values that can result from changing the labels of at most an samples.
These minimum and maximum p-values, P, and Py, define a stability interval [Pr,Py]. To
make our analysis less sensitive to extreme cases we support the use of a confidence level,

1 — 6, to further narrow our interval. The main contributions of our work are as follows:
e A definition of labeling errors stability intervals for statistical tests.

e A procedure that, given data and a bound on the labeling error, calculates a stability

interval for the log-rank test.
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Abstract

Motivation: Log-rank test is a widely used test that serves to assess the statistical significance of observed differen-
ces in survival, when comparing two or more groups. The log-rank test is based on several assumptions that support
the validity of the calculations. It is naturally assumed, implicitly, that no errors occur in the labeling of the samples.
That is, the mapping between samples and groups is perfectly correct. In this work, we investigate how test results
may be affected when considering some errors in the original labeling.

Results: We introduce and define the uncertainty that arises from labeling errors in log-rank test. In order to deal
with this uncertainty, we develop a novel algorithm for efficiently calculating a stability interval around the original
log-rank P-value and prove its correctness. We demonstrate our algorithm on several datasets.

Availability and implementation: We provide a Python implementation, called LoRSI, for calculating the stability

interval using our algorithm https://github.com/YakhiniGroup/LoRSI.
Contact: benga9@gmail.com or anatsamohi@gmail.com or zohar.yakhini@gmail.com
Supplementary information: Supplementary data are available at Bioinformatics online.

1 Introduction

The comparison of different treatments or, more generally, policies or
protocols, in terms of survival rates or in terms of success rates is a
central aspect of investigating these regimes and of taking related
decisions. There are two approaches that are generally taken in ana-
lyzing survival data. The first uses a permutational null distribution
(Heimann and Neuhaus, 1998; Vandin et al., 2015) and is more ap-
propriate for imbalanced data. The second, more popular approach,
uses a conditional null model, based on the hypergeometric distribu-
tion. This second approach is also the focus of this article. The log-
rank test was introduced by Mantel (1966) and is extensively used
since then. It is a standard tool in survival analysis, e.g. Kleinbaum
and Klein (2012). In Tourneau et al. (2015), reporting on the SHIVA
study, the log-rank test was used to determine whether the use of sev-
eral targeted therapies outside their intended indications will improve
progression-free survival in cancer. In Pitt ez al. (1999), the authors
used log-rank test to conclude that the use of Spironolactone is effect-
ive to lower the risk of death in patients who suffered from severe
heart failure. Galili et al. (2021) investigate efficient gene signatures
that characterize a breast cancer subtype related to the patient’s im-
mune response. The signature is optimized using a survival criterion
based on the log-rank test. Levy-Jurgenson et al. (2020) report how
cancer intratumor heterogeneity can affect patient survival.

When applying the log-rank test to a set of data, we are implicit-
ly assuming that the association of a subject, or, more generally, a
sample, to one of the two labels, is not in doubt. In reality, however,

©The Author(s) 2021. Published by Oxford University Press.

this assumption is often compromised. In some cases, the label as-
signment is, indeed, rather straight forward. This is typically the
case in the assignment to treatment arms. In other situations, it may
be much less well defined.

This is the case, as a first example, when label assignment is deter-
mined by a human judgment, e.g. based on inspection by pathologists,
which is often prone to errors. Literature explicitly reports inconsist-
ency in pathology. Jackson et al. (2017) report a study that found that
the decision of the same pathologist varied when examining the same
samples in different times. They showed that two diagnostic calls of
the same pathologist, separated by at least 9 months, on the same bi-
opsy, have an agreement rate of 92% (95% CI 88-95%) for invasive
breast cancer and even less for other breast cancer types. Jackson et al.
(2017) also showed that for different pathologists testing the same bi-
opsy the agreement rates dropped by additional 3-10%. Elmore et al.
(2017) reported similar results. In a different context, any subjective
scoring approach, such as the Eastern Cooperative Oncology Group
(ECOG) score, as used in Loprinzi ez al. (1994), depends, based on the
same principles, on the individual making the calls.

As a second example consider labeling that follows a machine
decision. Three recent studies (Ha et al., 2019; Islam et al., 2020;
Jaber et al., 2020) introduce machine-learning models to determine
breast cancer subtypes. They all reported around 70% accuracy.

Finally, consider sample labeling, which is based on the results of
some molecular measurement assay. Ebbert er al. (2011) showed
how intrinsic errors in the laboratory process, specifically in gene
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expression profiling, affect the final results. They test this on
PAMS50 results and reported around 5% error in the classification.
In the context of survival analysis, wrong sample labels can lead
to dramatically different statistical assessments. Consider the
MAINZ cohort, Schmidt et al. (2008), that describes survival data
for breast cancer patients. As extensively reported, including in
Fallahpour et al. (2017) and Howlader ez al. (2018), Luminal A
patients have better prognosis than the other types. This can be seen
also in the MAINZ cohort, see the left panel in Figure 1. We note a
significant difference in the Luminal A prognosis with P-value
=0.014. Now, what will the effect be, on the resulting P-value, of
changing one Luminal A label out of the 200 samples (0.5%) in the
MAINZ cohort? Figure 2 shows the original data and the data after
one label change. Figure 1 shows the Kaplan—-Meier graphs, before
(left) and after (right) the change, and the corresponding P-values.
Examining Figure 1 shows a dramatic change in the P-value from
0.014 to 0.029, when it is not so simple to notice any change in the
plots themselves. Expanding this observation to the actual labeling
error, e.g. as reported in Ebbert et al. (2011) for breast cancer sub-
types, can lead to even more dramatically changes in the P-value.
Previous investigations addressed several aspects of uncertainty in
survival analysis. Heterogeneity between individuals is not taken into
account in the basic form of log-rank test. To address this bias,
Hougaard (1993) introduced the concept of frailty models for survival
analysis. Under this approach, the null model does not assume that the
distribution of time to event is the same for all subjects. In order to
overcome the unobserved heterogeneity in the survival data the frailty
models use random effect to create different time to event distributions.

Original data

™ p=0.0142

-
o

(=]
=]

o
Ry

(=]
L8]

| — wman=83)
Not_LumA (n=117)

T T T

0 2 4 ] 8 10
Time (years)

Survival probability

o
o

Addressing a different issue, it is common to report (and plot) confi-
dence intervals for each of the observed hazard ratios, resulting in a
confidence envelope around the survival lines. In Vandin et al. (2015),
the authors demonstrated that asymptotic approximation, as in log-
rank test, can be misleading when the two groups under consideration
have very different sizes. They introduced a novel approach to accur-
ately calculate the log-rank P-value regardless of the group sizes.
Splitting subjects to two groups, in order to determine an association
between the split and, potentially, low risk and high risk, is an import-
ant task in the context of survival analysis. Standard studies use treat-
ment types, protocols etc. When studying a quantitative potential
determinant of survival, we are often interested in splitting according
to that quantity. For example, the expression level of some gene or
maybe BMI. Trying all possible cut-points (thresholds) is not practical
due to multiple testing problems. In an important paper treating this
issue, Hothorn and Lausen (2003) developed a method for calculating
an upper bound on the log-rank test P-value, which efficiently takes
into account multiple testing. This approach checks different label
assignments, similar to our work, but limits the splits being considered.
In addition, it focuses on finding the best split. In this work, we address
general labeling and not necessarily such which is driven by a quantita-
tive feature. Our study also considers completely general labeling
changes and not ones related to consistent threshold splits.

In this work, we address, for the first time, the uncertainty that
arises from general labeling errors and label instability. Given sur-
vival data with # samples and an error rate, o, we find the minimum
and maximum log-rank P-values that can result from changing
the labels of at most oz samples. These minimum and maximum

Data after one change

== p=0.0291
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o
-]

o
o

o
L]

1 — Luma (n=84)
Not_LumA (n=116)

T T T

0 2 4 6 8 10
Time (years)
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o
o

Fig. 1. Kaplan—Meier curve and log-rank P-value on the MAINZ cohort—Luminal A versus not Luminal A. On the left the original data and on the right the data after one

change

Original data

Time 30 30 90 180
(days)

6030 | 6090 | 6150 | 7200

Event 0 0 1 1

Group | LumA | Not | LumA Not

Not Not Not Not

Data after one change

Time 30 30 90 180
(days)

6030 | 6090 | 6150 | 7200

Event 0 0 1 1

Group | LumA | Not | LumA | LumA

Not Not Not Not

Fig. 2. MAINZ cohort data, before and after one change in the labels
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P-values, Py and Py, define a stability interval [Py, Py]. To make
our analysis less sensitive to extreme cases, we support the use of a
confidence level, 1 — 6, to further narrow our interval. The main
contributions of our work are as follows:

* A definition of labeling errors stability intervals for statistical
tests.

* A procedure that, given data and a bound on the labeling error,
calculates a stability interval for the log-rank test.

* A software implementation of the above procedure.

* https://github.com/YakhiniGroup/LoRSI.

* Applications to several example cases.

2 Materials and methods

2.1 The statistical framework for log-rank stability

2.1.1 Preliminaries

We first set the notation for the log-rank test, in the context of the
conditional null distribution (Mantel, 1966), as will be used in the
rest of the manuscript.

* Consider time and event data D (survival data) with a partition
labeling 4y [a binary vector mapping subjects into the groups
A (0) & B (1)] over 7 subjects.

* Letj=1,...,] be the distinct times of observed events in either
group.

* Letna;, npj be the number of subjects “at risk’ (who have not yet
had an event nor have been censored) at the time of occurrence
of the jth event in the two groups, respectively.

¢ Let Ouj, Op; be the random variables representing the observed
number of events in each group at time ;.

* Denote nj = nsj + npj, the number of at-risk subjects at time ;.

* Denote 0; = Oy + Og, the number of actual events observed at
time j.

* Let T be the time of failure of a subject. P(T = t) is the probabil-
ity distribution function of T. The survival function is defined as
S#)=1-P(T < t)=1-F@).

¢ In log-rank testing, we are working under the null model that
assumes that the two groups have identical survival functions,
Sa(t) = Sp(t)

*  We then have

OA_J' ~ I‘IG(?I,’7 A, O,’).

Similar for group B (HG stands for Hypergeometric).

* The null model also assumes that the variables O,4; are (collect-
ively) independent.

* The expected value and the variance of O, ; under the null model
are:

na N — 0; N — N
Vaj = Lo, (2 i i AN
n; n; 71,'—1

Similar for group B.

* DPutting everything together, for all j = 1,. .., ], the log-rank stat-
istic compares O, to their expected values E4; under the null
model. The statistic is defined as:

where:

J J J
O=) 04 E=) Eaj V=3 Vi,
j=1 j=1 j=1

Similar for group B.

If ] is sufficiently large and the partition into A and B is reasonably
balanced (see e.g. Vandin et al., 2015) then, Z is approximately dis-
tributed as N(0, 1). This allows us to compute a P-value for the com-
parative survival data D, using the value actually observed for O,
which we denote o = o(D). This P-value is denoted by LR(D, ).
By extension LR(D, Z) will denote the log-rank P-value that would
be obtained for any different partition labeling 4.

2.1.2 Definition of the log-rank stability interval
We now define a log-rank stability interval for given survival data
and two parameters o > 0 and § > 0.

* Again, consider time and event data D with a partition labeling
/o (mapping subjects into the groups A & B) over n subjects.
Recall that LR(D, 4¢) is the log-rank P-value computed for this
data.

* Let 0 < a < 1. Given a different binary labeling 4, we say that
A is an a-modification of A if the labels have changed in less than
a fraction o of the samples.

* Formally, H(2,40) < o-n, where H is the Hamming distance.

* Let B(Z9,) be the set of all possible labeling partitions A that are
a-modifications of A.

¢ Let 0 < 6 < 1. We want to compute a tight interval [p;,py] in
the following sense: py should be the smallest number for which
LR(D, 2) € [pr,pu] holds for a 1 —¢ fraction of 1€ B(Ay,a).
Note that under this definition, we require tightness on the right
hand side, which is, in practice, taking a conservative approach,
the more interesting case (see Section 4).

* The interval defined above is the stability interval for the two
parameters « > 0 and § > 0 and the input data. We write:

SI(D7;“07a7(3):[pL*pU]' (1)

For example, given data D with z = 100 (100 samples), § = 0.05
and o = 0.01, we want to compute an interval SI so that for 95% of
the single label changes (1% change) the log-rank P-value will fall
in SL.

2.2 Computing stability intervals for log-rank test
In this section, we describe our algorithmic approach and prove its
correctness.

2.2.1 Algorithm: LoRSI
We start by some definitions and notations.
Let:

* D- the dataset. Consisting of three vectors of length 7:

a. e: event/censored descriptor. Indicates whether event or cen-
sored occurred.

b. # time. The time from the beginning of an observation period
to an event, censored or end of the study.

c. [: group. Indicates the group of the subject.

* d=(l(d),t(d),e(d)) represents a single instance: an instance d €
D is defined by three quantities—the group label I/(d), the time
t(d) and the event/censored descriptor e(d).

* F: the set of interest (the Focus set).

* B : the other set (the Background set).

* The set F is typically the one that has a better survival rate. That
is: Zr < Zp. In this article, we also take this approach and
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therefore F is the set that has the better survival rate in the input
data, D.

We further define the following subsets of F and B:

* EF: the events of the group F, ordered from the earliest to the
latest.

® CF: the censored samples of the group F, ordered from the ear-
liest to the latest.

* EB: the events of the group B, ordered from the earliest to the
latest.

* CB: the censored samples of the group B, ordered from the ear-
liest to the latest.

Note that F= EFU CF and B = EB U CB.
Now define the prefixes and sufixes of these ordered subsets as
follows:

* EF; (i) = the samples EF(1),..., EF(i)

* EBy(i) = the samples EB(|EB| —i+1),...,EB(|EB|)
* CBy(i) = the samples CB(|CB| —i+1),...,CB(|CB|)
* EFy(i) = the samples EF(|EF| —i+1),...,EF(|EF])
* EBy(i) = the samples EB(1),...,EB(i)

¢ CFy(i) = the samples CF(|CF| —i+1),..., CF(|CF|).

Following standard notation for the set of types of denominator
k over a three letter alphabet (Cover, 1999), we denote:

T(k,3) = {(il,iz,i3) it ti3= k}

Note that:

k3= (¥37).

Definition 1. The set of Py, candidates is defined by:

Cy= {(EFu(il) UEBu(iz) @] CFu(i3)) : (i17i2,i3) € T(kﬂ‘g)}

We will show that this is the collection of candidate sample sets
of size k, amongst which we will identify the set of samples that, if
swapped, will lead to the most extreme positive change in the
P-value. Note that the size of Cy is the same as that of T(k,3),

namely (k—;Z)'

Similarly:

Definition 2. The set of P;, candidates is defined by:

Cp = {(EFL(il) UEBL(iz) @] CBL(i3)) : (il,iz,i3) € T(k3)}

Algorithm 1 describes the Log-Rank Stability Interval Algorithm
(LoRSI) for finding P; and Py, where o = f For Py, the idea of the
algorithm is to iterate over the set of all relevant sets of k changes.
The size of this collection is relatively small, namely (k ; 2 ), due
to the monotonicity effect on the z-score in each one of the groups
Er, Cr & Ep as proven below in Section 2.2.2. In each iteration, our
procedure calculates the P-value after changing the labels of the cur-
rent k subjects. Finally, it selects the max P-value among the
<k ; 2) candidates. Note that, if we consider only one label
change (k = 1), then, the SI (both sides) is determined by only six
candidates, three for Py and three for P, (see Fig. 3). In the
Supplementary Material, we describe the LoRSI algorithm, where
«=1and forany > 0.

Algorithm 1: LoRSI pseoducode.

Log-Rank Stability Interval
input: Dataset—D, a = f
output: Stability Interval [pr, pu]
pL-candidates = ¥
pu-candidates =

/leach of these sets will hold all
for current_set_of_changes in Cydo
/Isee Definition 1 for Cy

p = log-rank P-value after swapping the labels of all the k&
samples in current_set_of_changes

pu-candidates.append (p)

end

k+ 2) relevant P-values

for current_set_of_changes in Cr do

/Isee Definition 2 for C;.

p = log-rank P-value after swapping the labels of all the k&
samples in current_set_of_changes

pL_candidates.append (p)

end

pu = max(py-candidates)
p1. = min(py _candidates)
return Py, py

2.2.2 Correctness

In this section, we prove the correctness of Algorithm 1. This, in es-
sence, is the content of Theorem 1, stated at the end of this section.
We start with some definitions and notations.

* Let 2o be the original Z-statistic obtained from the input labeling.

* Now consider a labeling swap for the instance d. That is, if in A,
the instance d is in the group F, then, it is swapped to B and sym-
metrically otherwise. This swap will affect the value of Z calcu-
lated for the new data. Let

Onew — Ene,
Z D7 d — new new ,
e ) =
where 0Opews Enew and Vi, are obtained for the swapped data as
described in the preliminaries.
* We are specifically interested in the resulting change in the
observed value of Z, which we denote

Az(D,d) = zyew(D, d) — 2o.

Let (Yi,...,Y,) be a set of RVs. We say that (Yy,...,Y,) is an inde-
pendent hypergeometric set (IHS) if:

1.Yy,..., Y, are (collectively) independent.
2.Vi Yi ~ I‘IG(I\IZ7 B,‘, n,-).
3.ViVar(Y;) > 0.

For a single RV X let

We note that if (Y1, ...,Y,) is an IHS and if # is sufficiently large
then the distribution of Z(Yi,...,Y,) is approximately standard
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Fig. 3. Log-rank stability analysis for single label changes. The figure represents results for three datasets, as described in the text. Each of the depicted datasets consists of two
groups (F)—the (actual, as per the original data) group of patients with good prognosis, and (B)—the bad prognosis group. Each data point is either an event or a censored
point. The combination of the group and the event type leads to four categories of patients. The scatter plots provide a visual representation of the effect, on the P-value, that
follows from changing the label of a single sample (i.e. = 1). We can observe the monotonicity of the effect, with a direction depending on the category, as proven in Section
2. For each dataset, we indicate the original (non-swap) P-value (solid black lines on the right panel), the numbers P; and Py (solid red lines) for =0 and the number Py, for
d = 0.05 (dashed red lines). Sample categories, in the scatter plots are represented by shape and color: blue dots—event swap from (B) to (F), red dots—event swap from (F) to
(B), cyan Xs—censored sample swap from (B) to (F) and purple Xs—censored sample swap from (F) to (B). The green and red circles represent P; and Py, candidates, respect-

ively,at6 =0
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normal (Lindeberg, 1922). We also note that, as stated above, the
variables O, j, where 1 < j < ], constitute an THS.

For an observation x, derived from an RV X, we further define
the Z-transformed value:

2x) = x - E(X)
V(X)

For a set observation we now define

n

Xy =x1,..., X, = x,) :Z(in)-
p

For a random variable X and a number x € R, we use the nota-
tion CDF(X, x) to represent the cumulative distribution of X at x.
Or, in other words: CDF(X,x) = P(X < x).

Claim 1. Given two RVs X, Y where:

X ~ HG(N, B,n),Y ~ HG(N, B, m)
and
n<m
then
Vb < n, CDF(Y,b) < CDF(X,b).

See Supplementary Material for a proof.
Claim 2. Consider two RVs X, Y where:

X ~ HG(N,B,n),Y ~ HG(N, B, m).

Let Ti,...,T, be k RVs where both (X,Ti,...,T}) and
(Y, Ti,...,Ty) are IHS. Denote y; = E(T;) and 6; = \/V(T}).

Zy=Z(Y,Ty,....,Te)z1 =2(Y =a,Ti =t1,..., Ty = t;)
Zz:Z(X,Tl,...,Tk),Zz:Z(X:ﬂ,Tl :tl,...,Tk:tk)

If

n<m
then:

1. CDF(Zi,21) < CDF(Zs,2))
For sufficiently large values of k (which is the interesting case, in
the context of log-rank, see comment after the proof), we also
have:
21 < 22.

See Supplementary Material for a proof.

As noted above, we are interested in working with large values
of k in the context of log-rank. Without this assumption, the second
part of Claim 2 is not necessarily true. For example, for k& = 1,
consider:

* T ~HG(90,2,1) with observed value #; = 1
* X ~ HG(100,1,50) with observed value a = 1
* Y~ HG(100,1,99) with observed valuea = 1,

which yields: z; = 5.554, z, = 2.835.

Claim 3. Let d;, and d;, be censored samples in D from group E
Let z1 = Znew(D, d,'1) and zp = Znew(D, d,‘z).

If time(d;,) < time(d;,) then 20 < z1 < 22, and therefore:

0 < AZ(D7d,'1) < AZ(D7d,’2)‘

Similarly, if the censored samples, d;, and d;,, come from group
B then if time(d;,) < time(d;,) then zo > z1 > 22, and therefore:

0> AZ(D,dﬂ) > AZ(D,d/z).

Proof. We use the fact that the random variables Op; as defined in the
log-rank setup constitute an IHS. Swapping dj; from F to B leads to a
change in the at risk numbers 7 Vj < ji. More specifically each one of
them is decreased by 1. Nothing changes for the later indices. Assuming
that J is sufficiently large, we now iteratively use Claim 2. In every iter-
ation, we decrease np; by 1, starting at j = 1 and ending at j = j1. At
every index j let Of; and o) r;j be the hypergeometric variables represent-
ing the number of events at time j before and after a hypothetical swap
at j, respectively. Claim 2 therefore applies, at every iteration j, with O
and O r;j playing the role of Y and X, respectively, and Op; with 1 <
i <j—1and Op; with j+1 < i < J playing the role of the T;s. We,
thus, getzp < z1.

Similarly, since j; < j, the swap of dj, will affect all at risk num-
bers above as well as several others ng;s.tj; < j < j». Continuing
the above iterations, we therefore have z; < z;.

When swapping away from group B, the effect of the swap
will be to increase the at risk numbers, leading to the reverse
inequalities. |

Claim 4. Consider the RVs X, Xoand Y 1, Y > where:

X; ~ HG(N, B, 1), Y, ~ HG(N, B, )
X, ~ HG(M, C, 1), Y» ~ HG(M, C, m).

Let T1,..., Ty 1 be k =1 RVs where both (X1,X2,T1,...,Ti_1)
and (Y1,Y2,T1,...,Tp_1) are IHS. Denote u;=E(T;) and
g; = V(Tl)

Let:

21 :Z(Yl =a—1,Yo=a, Ty =t1,..., T4 :tk—l)
p=xX1=a,Xo=a -1, Ti=t1,..., Ty = t_1).

If
n<m
then

21 < 22

Proof. First, we write explicitly:

Yi—py, + Vo —py, +Ti -+ 4+ Tt —

Z) =
Vo R et
Zzle_ﬂxl+X2_ﬂXZ+T1_ﬂ1+"‘+le—1_ﬂk—1
N T RN
. ca—l—py o -yt e — g
L=
\/GZYI +6%/z+6%+'”+6i—1
ZZiﬂl—#xl+ll2—1—ﬂx2+t1—,u1+"'+tk71—#k71

2 L2 42 2
\/”xl+‘7x1+”1+"‘+”k71

By definition uy, = uy, and oy, = ox,. Let by = a; — 1. We rearrange
the term to get:

by, @ -y, t gt e — g
Vo
by ta =y, =yt e — gy

St bt

21

22
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We now apply Claim 2, with: by =1, uy, = 1, oy, = 0, ay =
a, pty, = fty, Oy, = 0y, fty, = fy, 6x, = ox and getz; < 2. u > 10 T p=0.0021
i~
Claim S. Let d;, and d;, be events in D from group E. E 08 :
Let 21 = 2uew(D, dj1) and 2 = 2o (D, dj2). ©
If time(d;,) < time(d;,) then 21 < z2, and therefore: -8 ik
| -
Az(D,dpn) < Az(D,dp). o
.o . . (M)
Similarly, if the events, d;, and d;,, come from group B then if = 04
time(dj,) < time(d;,) then z1 > z2, and therefore: E
0.2
Az(D,dj1) > Az(D, djp). 3 —— ecog=0 (n=63)
ecog>0 (n=164)
0.0 T T T T T
Proof. We once again use the fact that the random variables O; as 00 0.5 10 15 20 25 30

defined in the log-rank setup constitute an IHS. Swapping dj; from F to
B leads to a change in the at risk numbers 75;Vj < ji. More specifically
each one of them is decreased by 1. Similarly, since time(d;) <
time(d;,) the swap of d;, will affect all at risk numbers above as well as
several others, namely #g;s.tji < j < j,. In addition, of;, becomes
orj, — 1 when swapping dj; and oy, becomes orj, — 1 when swapping
dj». Therefore, 0pue = oF — 1 in both swaps.

Now, let Y; and Y, be Ogj, and Ogj, after swapping dj; from F
to B, respectively. In addition, let X; and X, be O, and O}, after
swapping dj» from F to B, respectively. By iteratively using Claim 4
and assuming that [ is sufficiently large, we get 21 < z».

In the case of swapping away from group B, the effect of the
swap will be to increase both the at risk numbers and the observed
OFnew, and therefore we get the reverse inequalities. |

In summary, we proved that changing one sample will lead to a
monotonic effect on the z-score and therefore on the log-rank
P-value.

Now consider the case of k swaps. We claim that the k instances
that yield the most extreme positive change in the P-value is one of
the candidates in Cy. Let 2* be the labeling that, indeed, yields the
largest LR(D, ) within B(/o,%). To see why the above claim holds
assume, WLOG, that A" swaps some instance EBy(j) but does not
swap EBy(i) for some i<j. By the monotonicity proven above
(Claim 3), we can swap EBy(i) instead of EBy(j) and get a larger
Az. A similar argument holds for an assumed usage, by 1%, of a non-
continuous suffix of EF and CF, respectively. Furthermore, a similar
argument holds for the left side of the interval.

We conclude that:

Theorem 1. For any k (counting label swaps in a data D),
max{LR(D,2): % € B().o,ﬁ)} is attained by swapping the labels in one
of the sets listed in Cy and therefore determined by a triplet
(i1,2,i3) € T(k,3). Similarly, min{LR(D,7) : . € B(40,%)} is attained
by a set in C; and therefore also determined by some (other) triplet
(il,iz,lj) S T(k,?))

3 Results

We now demonstrate the calculation of stability intervals on three
different datasets (see Kaplan-Meier curves in Figs 1, 4 and 5). In
calculating the interval, we use our efficient LoRSI algorithm, which
is considering only a small set of relevant swaps, depending on the
value of o, as described above. To provide a more complete informa-
tion on how labeling errors can affect a given dataset, we also pre-
sent the full P-value distribution. In order to do this, we calculate
the log-rank P-value for all possible swaps according to o. The P-
value distributions for o = 1, pertaining to the 7 + 1 swaps (includ-
ing the non-swap original data) are depicted in Figure 3B, D and F.
In addition, we present, in Figure 3A, C and E, for each dataset, the
P-value as a function of the time and type of the swapped sample.
For the first dataset, we also calculated the interval for 2 and 3
changes (Fig. 6). It should be noted that the calculation of the full
distribution introduces a prohibitive time complexity. A more
detailed comparison to our efficient approach is given below.

Time (years)

Fig. 4. Kaplan Meier curve and log-rank p-value according to ECOG score of
patients with advanced colorectal or lung cancer - ECOG=0 Vs ECOG > 0

e 10 p=0.0347
=
0 o0s
©
a
O os
o
©
g 04
E
=5 02
(7] — MSH2 > -0.7 (n=322)

MSH2Z <= -0.7 (n=81)

0.0 r . : r . '
0 2 4 6 8 10 12 14

Time (years)

Fig. 5. Kaplan Meier curve and log-rank p-value according to expression of the gene
MSH?2 in ovarian cancer patients - MSH2 expression >-0.7 Vs MSH2 expression <-0.7

The first dataset is the MAINZ cohort (Schmidt et al., 2008).
We divided the data according to the subtype—Luminal A versus
not Luminal A. It is well known that the breast cancer subtype
Luminal A has better prognosis than the rest of the subgroups
(Fallahpour ez al., 2017; Howlader et al., 2018). As expected and as
stated in the introduction, a log-rank test demonstrates this differ-
ence with P-value = 0.014 (see the left panel in Fig. 1). The stability
interval calculated given o =1 & ¢ = 0 is [0.006, 0.029], see Figure
3A and B. This interval represents a 57% and 107% decrease/in-
crease from the original P-value, respectively. We note that o =L in
this dataset is only 0.5%. Using é = 0.03, the effect is still dramatic:
a 101% increase to the inferred maximum P-value (SI = [0.006,
0.0282]). We further investigate the effect of « =2 and o = 3. The
stability interval calculated for o =2 is [0.0029, 0.055] and when
using 6 = 0.05, we got Py = 0.034. The stability interval calculated
for o =2 is [0.0013, 0.095] and when using § =0.05 we got
Py = 0.043. Here, again, we calculated the full P-value distribution
to provide the complete information (see Fig. 6), a time consuming
process. In order to find the stability interval, using the full P-value

k
distribution for o« = £ one needs to perform 3° (i > log-rank calcu-
i1

lations. Our LoRSI algorithm needs only 2<k er 2
tions, as described in Section 2. It took 2.5 min to calculate the SI
using the full P-value distribution, for « = 2, where LoRSI took 0.5
s. For o =2, the gap is much larger: almost 3 h to calculate the SI
using the full P-value distribution and only 0.75 s for LoRSI.

) such calcula-
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Furthermore, setting o = 0.04, which represents the error rate
according to Ebbert et al. (2011), we need to investigate k = 8
changes, which is totally impractical. LoRSI will take seconds to do
the SI calculation.

The second dataset came from a study that was developed to
compare descriptive information from a patient-completed question-
naire to that obtained by the patient’s physician Loprinzi ef al.
(1994). All the patients suffered from advanced colorectal or lung
cancer. We consider the ECOG score calculated by a physician that
assess the patients as a label for assessing survival differences. The 0
score represents fully active, able to carry on all pre-disease activities
without restriction. Higher ECOG means less ability to perform
usual daily activities, where 5 is the highest score. We divided the
data according to ECOG = 0 and ECOG > 0. The statistical differ-
ence in survival between the groups is significant with log-rank
P-value = 0.0021 (Fig. 4). The stability interval calculated given
o= % & 6 =0 is [0.0004, 0.0079], see in Figure 3C and D. This
interval represents a 81% and 276% decrease/increase from the ori-
ginal P-value, respectively.

The third and last dataset comes from an investigation of the
gene expression in ovarian cancer patients, using the TCGA data
(Network et al., 2011). The MSH2 gene was shown to be associated
with survival in ovarian cancer (Borcherding et al., 2018). We took
the relevant part of the TCGA dataset and split the samples into two
groups according the optimal cutoff suggested by Borcherding et al.
(2018). This cutoff is (standardized) MSH2 expression >—0.7 and it
yields a log-rank P-value of 0.0347 (Fig. 5). The resulting ST at oo = 1
is [0.009275, 0.0947], see in Figure 3E and F. Here, the SI represents
a 73% decrease from the original P-value to the minimum P-value
and a 273% increase to the maximum P-value. This Py results from
swapping only one single sample (the latest censored sample in Cp),
which is 0.24% of the samples in the cohort. Moreover, increasing &
to 0.05 will change Py to 0.06, still a dramatic effect. To obtain
Py < 0.05, we need to set  to 0.1. The meaning of this result is
that 10% of the single sample labeling swaps, applied to a dataset
that originally had a significant survival signal, result in a non-
significant P-value.

4 Discussion

In this work, we introduce the novel concept of stability interval for
log-rank test. This interval represents the possible effects of perturb-
ing the labels from the original survival analysis data. We show that
even a small error rate in the labels can lead to dramatically different
statistical conclusions. Our calculated stability interval bounds these
differences, thus allowing an assessment of the stability of the statis-
tical test, under labeling errors. We focus on the definition of the sta-
bility interval for log-rank and develop an algorithm for efficiently
calculating the interval for any o.

We present a deterministic approach for addressing the labeling
error issue, where we consider all possible label swaps that affect
different sample sets representing exactly « fraction of the samples.
One can also take a stochastic approach, wherein instances are gen-
erated, in which each sample label is swapped with probability o.
The number of labels actually swapped will then have a Binom(#, o)
distribution. Sampling sufficiently many instances, or analytically
characterizing the resulting sample space, will lead to a new way of
calculating the stability interval from the resulting P-value distribu-
tion. While in the deterministic approach, we (in effect) assume a
uniform error distribution, in this stochastic approach we can, the-
oretically, use any error distribution. This includes, e.g. models that
would assign confidence to individual labels, making swaps less or
more likely for individual subjects in the cohort. The study of this
interesting and potentially useful extension is a topic for future re-
search. Our approach is also extended to address a confidence par-
ameter J. Specifically, we find the smallest number py for which
LR(D, 2) € [pr,pu] holds for a 1 — ¢ fraction of possible labeling
changes 4 € B(4g, ). This represents a conservative approach to tak-
ing d into account. Namely, one that focuses on the desired signifi-
cance threshold, as may be determined, by the user, in the study
design.
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Fig. 6. p-value distribution on the MAINZ cohort (Luminal A versus not Luminal
A), when o = %, panel A, and when o = %, panel B. The black line is the original
p-value. The solid red lines are the P; and Py when d=0. The dashed red line
represents the Py; when 6 =0.05

We note that in the proof of our algorithmic approach, we distin-
guish between working with the CDFs of sums of hypergeometric
distributions and working with their standardized versions. Our re-
sult, pertaining to how the ends of the log-rank SI can be obtained

k er 2> sets of k swapped, holds for

large Js as it requires a normal approximation. If differences in sur-
vival are directly assessed against the underlying sum of hypergeo-
metric variables null model, then some of our results hold for any J.
We investigated the advantage of using our efficient LoRSI ap-
proach as compared to calculating the stability interval by generat-
ing the full P-value distribution. While LoRSI performs ®(k?) log-
rank calculations to address & changes, the exhaustive approach

by calculating the results of 2<

takes ®<Z> such calculations. This complexity gap leads to sec-

onds versus hours difference for small values of k& and to LoRSI
being the only practical approach in higher values.

We provide a Python implementation of the LoRSI algorithm.
Current work focuses on the development of more efficient and user
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friendly implementations of the methods described herein as well as
on visualization tools. All will be made available through future
releases. We hope that such efforts will make statistical stability ana-
lysis more accessible and useful for the community.
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Figure 6.1: Kaplan Meier curve and log-rank p-value on the MAINZ cohort - Luminal A Vs
not Luminal A. On the left the original data and on the right the data after one change.
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6.1 Summary

This work has two parts.

In the first part we suggest a statistically motivated design of a secure MPC Logrank Test
protocol. If the goal is to satisfy MPC security, and the problem is the complexity of the
Logrank process, the problem can be dramatically simplified by minimizing the number of
operations on the ciphertext.

In CoPPSA the only operations done on encrypted data are sums and multiplications of
integers, and the amount of messages sent is linearly proportional to the number of parties.
Moreover: the complexity of the protocol is detached from the dataset size. Comparing to
von Maltitz et al solution, the advantages of our protocol are simplicity and flexibility, which
leads to significantly higher performance on large datasets.

CoPPSA is simple and modular. It can be implemented based on a variety of known
MPC tools like BGW, Homomorphic Encryption, or others. The security properties are
inherited directly from the chosen MPC tool. Potential users can therefore implement an

MPC version of Logrank according to their adversary model and complexity requirements.

CoPPSA has another significant advantage over the alternative solutions: it encourages
the parties to use their true values instead of false values (see chapter 5). Consider a case in
which some party decides to "lie” , that is to provide values which are not coherent with it’s
actual dataset. By doing so the party risks a loss of the required Logrank result. Assuming
that obtaining the Logrank result is more desirable than prevent it from the other parties,
this is a strong incentive to comply.

It is important to note, however, that CoPPSA calculates a slightly different function
than the original Logrank, due to a loss of information. The distance between the calcu-
lations decay as the merged dataset’s size increases (see section 4.1). By proving CoPPSA
converge to standard normal distribution we showed that the result our protocol provides is

equivalent to the standard Logrank result, and therefore reliable.
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In the second part we demonstrate the uncertainty that arises from labeling errors. Given
survival data with n samples and an error rate, «, we define a stability interval and a

procedure that calculates a stability interval for the log-rank test.

6.2 Future Directions

As a proof of concept, we provide a single threaded simulation of CoPPSA. In the implemen-
tation given at https://github.com/asamohi/Logrank _submodule.git . Optional extension for
this project can be implement the protocol as a multi-process web application with a user
interface.

In our simulation we assume that the adversary does not corrupt both servers at the
same run. This assumption is taken for simplicity, since this project is not focused on the
cryptographic aspects. This assumption is not mandatory, the protocol can be implemented
according to any adversary model.

In our research we provided a proof that CoPPSA converges to standard normal distribu-
tion. We also provided an empirical results showing that for database large enough Zx ~ 7.
Optional progress can be providing a full analytic proof that Z* ~ Z. First step would be

to identify the characters of database partitions that leads to radical results

Radical Partition = argmaZpartitions| 2" — Z|

The next step would be to analyze the probability for such radical cases.
In chapter 5 we present a new definition for a function with an incentive for veracity. We

are currently developing this subject as a separate research.
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