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Course Description

This course will explore the complex realm of cyber terrorism, with a specific focus on the
threats posed to Israel by different threat actors. Through in-depth analysis of key
concepts, actors, cyber-attacks, and Israel's cyber defense strategy, the course will help
gain a comprehensive understanding of Israel's cyber security policy and strategy.
Throughout the course, we will analyze threat actors, including Palestinian and pro-
Palestinian hackers, Iranian and Shia hackers, global jihadist actors, and cyber criminals. In
addition, we will examine cyber-attacks during conflicts and cyber-terrorism
vulnerabilities to critical infrastructures. The course will also focuse on Israel's Cyber
Defense Strategy, including the role of the Cyber Authority, security agencies, and the
private sector.
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Students will develop a comprehensive understanding of cyber terrorism, and its
implications to Israel's national security. They will gain insights into the motivations and
tactics of various threat actors, analyzed real-world case studies, and explored Israel's
Cyber Defense Strategy.

a Grading

Students are required to individually write a final paper (100% of the course grade).

® Teaching Assistant

Lorena Atiyas-Lvovsky: Latiyas@runi.ac.il
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